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Abstract

We study input-level (background-record) differentially private release of kernel SHAP explanations.
The lead positive result is a ranking release mechanism (§4) whose privacy is pure e-DP under any valid
upper bound on the per-coordinate ranking sensitivity A, and whose utility is governed empirically by
the dimensionless ratio Ao /g between Ao and the top-1/top-2 magnitude gap g.

Lead positive result. The ezponential mechanism for top-1 release, Pr[i* = i] x exp(e|p:|/(2A)),
is pure e-DP [Dwork and Roth, 2014] and satisfies

o £g
Pr[i* correct] > 1 — dexp(— QAOO) .
Closed-form A certificates are given for linear and logistic models; for general models we use a conservative
analytic bound or a non-certified empirical diagnostic (§4, §4.2). Empirical A does not by itself certify
e-DP. On UCI Adult / RandomForest the empirical Ao /g < 1 regime makes the mechanism near-perfect
at low &; on German Credit / GradientBoosting A /g &~ 9 and the mechanism is not deployable. See §8
for cross-dataset numbers and the configuration-dependent reconciliation of the Adult-RF results.

Negative result for full-vector release (empirical). The full-vector Gaussian mechanism has
no practical operating point in our evaluated settings: no parameters we tested give both ¢ < 10
and SNR > 0.5 for any model class. The naive global Lo sensitivity grows as O(\/F/E) because one
background-record replacement perturbs all K coalition evaluations through up.

Secondary baseline: bootstrap-calibrated full-vector mechanism (§5). A bootstrap-calibrated
smooth-sensitivity mechanism reduces o by approximately 24x for MLP and approximately 48-58x
for tree models under the corrected centered-response certified Gaussian baseline (Table 7); its privacy
interpretation is bootstrap-distributional and conditional on stated dominance/smoothness assumptions;
it is not a certified worst-case DP guarantee (Theorem 29). Although the o reduction is large, absolute
full-vector top-k utility remains limited under the corrected certified baseline (top-5 accuracy ~ 25-40% in
Table 7); this is part of why ranking, not full-vector release, is the lead contribution. We provide the
bootstrap mechanism as a baseline for the A /g > 1 regime where ranking is not deployable.

Lower-bound sketch (§7). A fingerprinting-style argument suggests an Q(vKd/e) scaling for
full-vector cardinal release under the (k,d)-rank condition and single-feature L; adjacency, narrowing
rather than closing the gap to known DP-SHAP results.

Privacy parameter clarification. The Gaussian-DP parameter §¢ = 10° and the bootstrap failure
probability o = 0.01 used in §5 are reported separately; we do not treat their sum as a single DP 4. The
ranking mechanism in §4 is pure e-DP and does not use § at all.

Keywords: Differential Privacy; Kernel SHAP; Smooth Sensitivity; Bootstrap; Lower Bounds; Explainable
AT; Machine Learning Privacy.
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1 Introduction

Setting. A client queries a machine-learning model and receives a kernel SHAP explanation ¢(z) € R% —
per-feature attribution scores computed by the Lundberg-Lee estimator [Lundberg and Lee, 2017]. Publishing
p(x) is risky: the SHAP vector is a near-deterministic function of the private input z, and adversaries
can reconstruct inputs from published explanations [Luo et al., 2022]. The standard defense — Gaussian
differential privacy [Dwork and Roth, 2014] — fails for kernel SHAP at practical privacy budgets.

Why the Gaussian mechanism fails. Kernel SHAP evaluates the model on K masked coalitions and
regresses to obtain op(z) = Ry(x), where R = (ZTW Z)~'ZTW. Replacing one background record perturbs
Q(K) of the K coalition evaluations simultaneously. The Ly norm of the resulting perturbation in y-space
grows as O(vVK). To achieve (g,)-DP, the Gaussian mechanism therefore requires o = ©(v/K /), whereas
SHAP values are typically 0.01-0.1 in magnitude. At K =400 and € = 1, 0 & 9 — two orders of magnitude
above the signal. The mechanism destroys utility before achieving privacy.

The structural fix. The regression operator R cancels the V'K growth: for additive models, RAj = w®Apu,
which has Ly norm < ||w||2]|Ag|2, independent of K (Lemma 5 applied coordinate-by-coordinate). The local
Ly sensitivity of ¢ is ©(1) in K, not ©(vK), for every model class we study empirically. A mechanism
that exploits this structure via smooth sensitivity (Nissim et al. 2007; NRS) combined with a bootstrap
upper-confidence calibration of the smooth-sensitivity envelope follows the bootstrap-calibrated conditional
privacy interpretation of Theorem 29 (under the dominance/smoothness assumptions) with o ratios of 24x
for MLP and 48-58x for RF/GB at € = 1 on the recomputed full-scale certified centered-response baseline
(Table 7); the 2.4-4.2x RMSE improvement reported in the preliminary tables (Table 17 for MLP and
Table 18 in Appendix E for RF/GB) reflects a preliminary 1/n-based calibration that does not transfer to
discontinuous tree models.

What the privacy guarantee is, and is not. The mechanism we propose is bootstrap-calibrated rather
than worst-case certified. Specifically, the bootstrap upper-confidence estimate S}, is a Bernstein-style upper
bound on IE[LS(l)(Dk)] when Dy, is drawn from the bootstrap distribution; it does not, on its own, certify
the supremum supp.qp,pry= LSM(D’) over all adjacent datasets that NRS smooth sensitivity requires.
The resulting conditional calibration interpretation (Theorem 29) therefore depends on explicit unproved
dominance/smoothness assumptions relating the bootstrap distribution to the worst case, and we report
this as a bootstrap-calibrated heuristic baseline rather than a worst-case DP certificate. Throughout, the
Gaussian-DP parameter d¢ = 107° and the bootstrap failure probability o = 0.01 are kept distinct.

Contributions.

1. Column-cancellation and empirical local sensitivity (§3). Closed-form bounds for linear and
(under a margin assumption) stump models; empirical ©(1)-in-K confirmation for MLP, RF, GB across
K =100 — 800.

2. Differentially private ranking release — lead positive contribution (§4). The exponential mechanism
(and its distributionally equivalent Gumbel-max implementation) is pure e-DP under any wvalid upper
bound A; a Laplace report-noisy-max with scale 2A ., /¢ is a standard e-DP alternative with comparable
utility constants. The empirical A, /g utility law of Cor. 15 governs accuracy. We certify Ay in closed
form for linear and logistic models (Lemmas 9-11); for general models we use a conservative bound
under rank conditions (Theorem 12) or a direct empirical estimate that serves as a non-certified utility
diagnostic only. Adult RF: A, /g~4-10~3, near-perfect at e =1; German GB: A, /g~9, not deployable
(Table 10).

3. Bootstrap-calibrated smooth sensitivity mechanism — secondary baseline (§5). A model-agnostic
full-vector mechanism that beats a certified Gaussian baseline by 24x for MLP and 48-58x for RF/GB
in o scale (Table 7); the privacy interpretation is bootstrap-calibrated and conditional on unproved
dominance /smoothness assumptions, not worst-case certified (Theorem 29). Useful when ranking is not
deployable for a given (dataset, model) pair.



4. Fingerprinting-style lower-bound sketch (§7). A workshop/arXiv-grade proof sketch suggesting
Q(VKd/¢e) per-coordinate scaling under the (k, d)-rank condition and single-feature L; adjacency; the
constant ¢ € [1/8,1] in the argument gives a gap range [1.9x, 15x] to Mechanism B. We narrow rather
than close the gap to known DP-SHAP results.

2 Background

2.1 Kernel SHAP

Let f : R — R be the model and € R the query input. Fix a background dataset D = {z(M), ... 2™} c R?
with sample mean pup =n"' Y, z(®.

Coalition sampling and regression problem used in this paper. We follow the constrained-regression
formulation of Lundberg and Lee [2017]. The empty mask s = 0 and the full mask s = 1 are not sampled
into Z; instead they are pinned exactly via two hard constraints,

f(up) = @0, f(z) = wo+1T¢,
which together implement the efficiency axiom ), ¢; = f(z) — f(up). We then sample K interior binary
masks s(V, ... s) € {0,1}\ {0,1} with Shapley-kernel weights wy, o< (d — 1)/ ((ls(‘ik>‘)|s(k)\(d — [s®)),

form the coalition matrix Z € {0,1}%*¢ (rows = s(®)), and evaluate the masked model on each coalition:
ye(D,2) = flz®s®™ +pup o (1 - sM)).

We center the response by subtracting the empty-coalition value § = f(up), set §x = yx — 7, and solve the
weighted least-squares problem

: - 2 .
min wi (G — s(k)T<p) subject to 17T = f(x) — f(up).

The unconstrained minimiser of the same weighted objective is
p(D.x) = Ry(D.x),  R=(Z"WZ2)'Z'W,

which is the operator referenced throughout. The constant offset y is absorbed by the centering step
(equivalently, by the g intercept), so R acts only on the centered response and constant shifts of y pass
through to a constant shift of g, not of ¢. In the non-private setting the efficiency constraint is enforced
exactly, e.g. by Lagrangian or by orthogonal projection onto the affine hyperplane {¢ : 1T ¢ = f(z) — f(up)}.
In the private setting we do not apply this projection after adding noise: the hyperplane depends on the
private quantity f(up), so the projection is not post-processing in the DP sense (Remark 25). The released
private vector therefore satisfies efficiency in expectation only (Theorem 33).

Scope of Lemma 5. Lemma 5 (column-cancellation) is stated for the unconstrained operator R acting
on the centered response 3. Because the private mechanism returns the unprojected vector, Lo sensitivity
bounds on Ry apply directly to the released output.

2.2 Adjacency models used in this paper

The paper uses three distinct adjacency relations in different theorems. We list them explicitly here and
indicate which result uses which model; results are not transferred between models without proof.

Definition 1 (Single-record replacement, used by §5). Background datasets D, D’ are adjacent (D ~ D') if
they differ in exactly one record: |DAD’| = 1.

Definition 2 (Single-feature Ly adjacency, used by Thm 40). Inputs (or planted backgrounds) z,z’ are
adjacent if } . |v; — 25| < 1. This is the model used by the fingerprinting construction.



Table 1: Adjacency model used by each theorem. We do not transfer results across rows without explicit
proof.

Result Adjacency model What changes
Lemma 5, Prop. 6 single-record replacement (background) one record in D

Thm 29 (mechanism privacy) single-record replacement (background)  one record in D

Thm 40 (lower bound) single-feature L1 on planted background one feature, || - |1 <1
Cor. 41 L on planted background all features, || - || <1
Thm 12 (ranking) single-feature L1 on input/background one feature, || - |1 <1

Definition 3 (L. adjacency, used by Cor. 41). Inputs x, 2’ are adjacent if ||z — 2’|l < 1. Each coordinate
may move by up to 1 simultaneously.

The mechanism’s setting is that of a client publishing ¢(z) when the background is a population dataset;
a single individual’s presence or absence in the background changes pp, hence all K coalition evaluations.
This is distinct from data-level adjacency (training-set replacement), studied by Patel et al. [2022], which has
lower sensitivity.

Threat-model and certification map. Table 2 consolidates which mechanism/result protects which
private object, under which adjacency relation, and whether the privacy claim is a real DP certificate or a
heuristic/conditional statement.

Table 2: Threat-model and certification map. “Certified?” indicates whether the corresponding mecha-
nism/result has a real (e[, §])-DP proof in the present manuscript or is reported as a non-certified diagnostic /
heuristic / conditional statement.

Mechanism / result Private object Adjacency Certified?

Ranking, linear (Lemma 9, 10) + query or background query/input or single-record re- yes (e-DP)

exp. mech. (Thm 14, Thm 16) placement

Ranking, logistic (Lemma 11) + query or background query/input or single-record re- yes, conservative

exp. mech. (Thm 14) placement

Ranking, general nonlinear empiri- query/background sampled perturbations no, diagnostic only

cal (§4.2)

Gaussian full-vector (Thm 19 + background single-record replacement ves (e,6)-DP, poor

Lem 20) utility

Bootstrap full-vector (Algorithm 1, background bootstrap distributional no; heuris-

Thm 29) tic/conditional base-

line only (Prop. 22)

Lower bound (Thm 40) planted in- single-feature L, proof sketch

put/background

2.3 Differential privacy and the Gaussian mechanism

A randomised mechanism M : D — R? is (¢,6)-DP if for all adjacent D ~ D' and all S C R%: Pr[M(D) €
S] <e*Pr[M(D') € S] +§. The Gaussian mechanism adds N(0,02I) with o = Ay4/21n(1.25/8) /e, where
Ay =supp.p ||f(D) — f(D")]|2 is the global Ly sensitivity [Balle and Wang, 2018].

2.4 NRS smooth sensitivity framework
Nissim et al. [2007] define the S-smooth sensitivity:

S%(D) = max e P* sup LsM(D"),
5(D) k>0 D’:d(D,D")=k )



where LS™ (D') = sup pu..p [|o(D') — o(D")]|2 is the local sensitivity at D’. Adding A/(0, S5? - apI) (with
oo from the Gaussian calibration) achieves (g, )-DP whenever S} is correctly computed.

2.5 Empirical Bernstein inequality

Lemma 4 (Maurer—Pontil [Maurer and Pontil, 2009]). Let X1,...,Xp be i.i.d. with values in [0, M]. With
probability > 1 — «a:

2VpIn(2/a)  7TM1In(2/a)

BIX] < Xp+ B 3(B-1) "’

where Xp and Vg are the sample mean and sample variance.

3 Column-Cancellation and Local Sensitivity

3.1 Column-cancellation lemma

Lemma 5 (Column cancellation). Let z; € RX denote the i-th column of Z, and assume M := Z"W Z is
invertible. If Ay = c z; for some scalar ¢ € R, then

Al = [|R(czi)|l2 = |c],
independent of K.
Proof. (ZTWzi)j = > L WkZyiZy; = M;j, so Z"Wz = Me;. Therefore Rz; = M~ (Me;) = e;, and
[R(czi)ll2 = lc[lleill2 = |e]. O

Implication for additive models. For additive f(z) = w'x, replacing one background record changes
wp by Ap = (Az("))/n, shifting each coalition evaluation by yx — yx +w ' (s © Ap— Ap) = yp —w T Ap+
w' (s ® Ap). The term —w' Ap is a constant offset and disappears under the centering of §2.1; the
remaining perturbation is Agy, = (w ® Ap)Ts*) = > (wiAu) Zyj, Le.

M=

Ag = (wjAp;) zj = Z(wo Ap).

Jj=1

Lemma 5 applied coordinate-by-coordinate gives RAY = w ® Ap, so ||RAG||2 = [[w ® Aulla < [Jw||2||Aplls.
Column cancellation thus collapses an arbitrary additive-model perturbation to the coordinate-wise product
w ® Ay, not to a single column ¢ z; — the latter holds only when Ay is supported on a single coordinate.
Threshold-stump models are discontinuous; the analogous coordinate-wise structure holds only under the
no-crossing margin assumption of Proposition 7.

Proposition 6 (Local sensitivity for additive models). Let f(z) = w "z, background D of size n, single-record
replacement adjacency, and assume each background record is clipped in Lo: ||.73(i)||2 < Beiip for alli. Then

2B.1ip [|wll2
—,

LS(p) <

The bound is K-independent. If instead the assumption is the coordinate-wise Lo clip Hx(i)Hoo < Baiip;

then the corresponding bound acquires a v/d factor: LS(¢) < 2BaipVd |wlj2/n. We use the Lo-clipping
form throughout the paper; experiments preprocess inputs by Lo projection onto the ball of radius Beip (§8).
Empirical/closed-form ratio € [1.02,1.76] across tested (d, K) configurations under Lo clipping.
Proposition 7 (Local sensitivity for threshold-stump models). Let f(z) = >_, u;1[z; > 0], background
D of size n, and single-record replacement adjacency. Threshold models are discontinuous in x: a single
replacement can shift up by ©(1/n) in some coordinate, and an arbitrarily small such shift can flip 1{pup ;j > 0]
if the coordinate sits exactly on the threshold.



Under the margin assumption

mi[g] lupi| > v with > 2Bap/n,

no single-record replacement crosses any threshold, every coalition evaluation is unchanged, Ay = 0, and
consequently
LS(¢) = 0.

Without the margin assumption the bound is qualitatively different. A single replacement can shift several
coordinates of up across their respective thresholds simultaneously. FEach crossing on coordinate j affects
every coalition with s; = 0; after centering, the resulting perturbation in g is a sum of column-aligned terms
Zje]—‘ uj zj, where F is the set of crossing coordinates. Column cancellation collapses each term to the
corresponding e;, S0

LS(e) < fullz,  [A¢llo < lulloos

both independent of n. The earlier |ul|a/n bound stated in a draft was not correct: discontinuity destroys the
1/n scaling.

3.2 Local sensitivity for non-additive models

For non-additive f (MLP, tree ensembles), Ay has a component orthogonal to z;, so Lemma 5 cancels
the column-aligned part exactly while the orthogonal part passes through R. Empirically, across K €
{100, 200, 400,800} and d = 20:

Table 3: Mean per-explicand local sensitivity LS(p) vs. K. All values ©(1) in K; no growth observed.
Model K=100 K =200 K =400 K =3800
MLP (tanh, h = 32) 0.082 0.085 0.085 0.086

RF (T = 100, diax = 4) 0.048 0.051 0.050 0.051
GB (T =100, dyax = 3) 0.072 0.075 0.075 0.076

Certified upper bound for the Bernstein range. The Bernstein correction (Lemma 4) requires a
certified upper bound Mg on the range of the per-bootstrap statistic LS ;. Algorithm 1 operates on the
centered response § (§2.1), so by triangle inequality, sub-multiplicativity, and the centered-response identity

Uk(D,z) — ge(D',2) = [ye(D,z) —yp(D',2) | — [ f(pp) — f(pp) ],
each coordinate of Ay is bounded by 4F ., giving
MPEY = |R|2 - 4Fmax - VK, (1)

which holds for any model with |f| < F,.x — including discontinuous tree models. This is the certified
centered-response range we use for tree models, consistent with Lemma 20.

Tighter 1/n form requires Lipschitz f. For continuous models we can do better. If f is Ly-Lipschitz in
the masked-input argument, then |Ayg| < Ly||Apll2 < 2BeaipLy/n under the Lo-clipping assumption (§3),
giving
Li

My = |[Rll2- ; (2)
provided the model is Lipschitz. For our MLP an explicit Lipschitz constant follows from Ly < |[|[Wa||2||W1]|2
(since tanh is 1-Lipschitz). For tree ensembles the model is discontinuous and the Lipschitz form does not
apply: a 1/n shift in pp can cross a split threshold and produce an ©(F,ax) jump in yi. Either an explicit
no-threshold-crossing margin assumption on pp must be stated, or the mechanism must use the conservative

naive

naive form MgV for tree models.

2Beip L VK
n



In our calibration tables and reported o values for MLP we use MIIjép where justified. For RandomForest
and GradientBoosting, the certified tree-model baseline is Table 7 (recomputed with the naive form (1), no 1/n).
The preliminary 1/n-based calibrations (Tables 18 and 19 in Appendix E) are retained only for transparency
about how the earlier draft was calibrated and should not be interpreted as certified for discontinuous tree
models. References to Mpg in the algorithm and in §8 should be read as ngép when an explicit Lipschitz
constant is available, and as M3V otherwise. The Mg value is not used as the DP noise calibration; it
only appears as the range parameter inside the Bernstein concentration term.

4 Differentially Private Ranking Release: Lead Result

This section is the lead positive contribution of the paper. We give a differentially private ranking mechanism
for kernel SHAP whose utility is governed by the dimensionless ratio Ay, /g between per-coordinate ranking
sensitivity and the top-1/top-2 magnitude gap. We provide:

1. a definition of A as the input to the mechanism (Definition 8);
2. certified per-coordinate Ao, bounds for linear and logistic models (Lemmas 9-11);
3. a conservative bound under rank conditions for general models (Theorem 12);

4. three deployable ranking mechanisms — report-noisy-max top-1, a top-14+magnitude hybrid, and
sparse-thresholded release — together with the empirical A, /g utility law of Cor. 15;

5. a decision framework organised by the A, /g regime (Table 5).

The bootstrap-calibrated full-vector mechanism of §5 should be read as a secondary baseline — useful when
ranking is not deployable for a given (dataset, model) pair — rather than the primary contribution.

Definition 8 (Per-coordinate ranking sensitivity, by assumption). For a query z, an adjacency relation ~,
and a coalition design (Z, W), the per-coordinate ranking sensitivity is

As = sup | lo(@)] — ()] ||,

We treat A, as a quantity that must be upper-bounded by a mechanism input, either via a structural
certificate (Lemmas 9-11 below for linear and logistic models, the conservative Theorem 12 for general models)
or via direct empirical estimation (§8, Appendix D).

4.1 Certified A, for linear and logistic models

Two adjacency variants. The ranking mechanism’s privacy depends on which adjacency relation we
protect against. We give certified A, bounds for both:

e Query/input adjacency. The query z varies; the background D (and hence pp) is held fixed.
Adjacent inputs differ in one coordinate j by at most p: |z; — 25| < p. This is the natural adjacency
for clients who repeatedly query a fixed model with similar but adjacent inputs.

e Background-record-replacement adjacency. The query x is held fixed; the background D varies by
replacing one record. This is the adjacency that the rest of the paper uses for the bootstrap full-vector
mechanism (§5). Adjacent backgrounds differ in one record under Ly clipping ||z ||z < Beip.

Lemma 9 (Linear A, query/input adjacency). Let f(z) =w'

differs from x in one coordinate j with |x; — x| < p,

x. Under query/input adjacency where x’

[e@) = le@)] < lle(@) = @)l < lwslp,

hence AL, < p max; |wj].



Proof. For the centered response, Ajy = w' (st @z — s © 2') = w; stk )(JCj — %), s0 Ay = wj(z; — x}) 2
is column-aligned. Lemma 5 gives R Ay = wj(x; — ;) e;, with Lo norm |wj||z; — 25| < |wj|p. The first
inequality is the reverse triangle inequality coordinate-wise. O

Lemma 10 (Linear A, background-record-replacement adjacency). Let f(z) = w 'z, background D of
size n, and let D' replace one record of D with another satisfying the Lo-clipping assumption |22 < Bep-
Then for any fixed query x,

2B
[ e(D, )| = oD, 2) || . < lle(D,x) = o(D', 7)o < — max w;],

hence AR < (2Beyip/n) max; |wj|. This bound carries the 1/n factor that the query/input version of Lemma 9
does not, because background-record replacement perturbs pp by O(1/n) rather than perturbing x directly.

Proof. Replacing one record changes pup by Ap = (z'") — () /n, so |Apull2 < 2Baip/n under Ly clipping;
consequently [Apu;| < 2Bgip/n coordinate-wise. For f(z) = w'x, the coalition perturbation is Ay, =
w' ((1—s®™)®Ap). After centering by the empty-coalition baseline, Ajy = —s} (WO Ap) = — > s;k)ijuj,
ie. Aj=—Z(w® Ap). Since RZ = I when ZTWZ is invertible, RA§ = —(w ® Ap), and ||[R Ao =
max; (wjAp;| < max; |w,| - 2Bgip/n. O

Lemma 11 (Conservative logistic A, bound via sigmoid Lipschitzness). Let f(z) = o(w'x) with o(-) the
logistic sigmoid (% 1-Lipschitz). This is a conservative bound, not a clean direct certificate as in Lemma 9.
Under query/input adjacency on coordinate j with |x; — :c’| < p, |Ay| < 4|w]\p on every coalition for which

the relevant component of the masked input changes, so |Aylls < |w;|pVK. Applying the conservative
Theorem 12 with Ly = +|w;|pVK :

Aq < |w]|P . V wmax/wmin \/E _ |’1UJ|P . \/d(wmax/wmin)
4 K '

* - 4 Kk K/d

For background-record-replacement adjacency we derive the bound independently, without inheriting the linear
RZ =1 cancellation of Lemma 10: replacing one background record changes up by Au = (x’(T) - x(T))/n
with ||Aplle < 2Bgip/n. For each coalition k, the masked-input argument shifts only on the unmasked
coordinates, so the pre-sigmoid input w' (-) shifts by at most ||w||z - 2Baip/n. Sigmoid is 1/4-Lipschitz, so
|Ayg| < (1/4)||wl|2 - 2Beiip/n for every k, giving

||7«UH2BCHP\/E

A <
Ayl < 22

Plugging this into the operator-norm bound |RAJ|s < ||R|l2—00 - [|AY|l2 of Theorem 12 (which gives
[Rll2=00 < \/Wmax/Wmin/(ky/K/d) under the rank condition):

Hw”? BClip d (wmax/wmin)

APE <
& 2n K

This bound uses sigmoid Lipschitzness on the scalar pre-activation together with the rank-condition operator-
norm bound; it does not invoke the exact column cancellation of Lemma 10, which holds only for f(z) = w'z.
Both bounds are loose: the empirical Adult logistic regime gives Aoy /g < 1 at modest € in our experiments,

far better than these conservative estimates suggest.

Theorem 12 (Conservative bound on A, for general models). Assume single-feature Ly adjacency ||x—x'|]1 <
1, the (k,d)-rank condition on Z with k > 1/2, and that the coalition-evaluation map x + y(D, z,Z) € RK
is Lo-Lipschitz in the perturbed coordinate, so ||Aylle < Lo — note that for kernel SHAP, Lq is the Lipschitz
constant of the entire K -vector evaluation, not of the scalar model output, and may scale with VK in the
worst case. Let wmax and wmin be the largest and smallest Shapley-kernel weight over the sampled interior

coalitions. Then
LO V wmax/wmin
IRll2o - Lo k\/K/d



This is the bound we prove in Appendiz C. The proof relies on a singular-value bound on o4(Z), which gives
a 2 — 2 inverse-norm control; converting this to the desired 2 — oo control inside ||R||2— o0 s the source of

the \/Wmax/Wmin factor.

Remark 13 (The clean Lg/+/d form is a working assumption). The cleaner statement A, < Lo/+/d used
informally in earlier drafts is not implied by Theorem 12 under the listed hypotheses alone. It requires either
(i) a weighted-coherence assumption stronger than what binary masks supply (e.g. that ||[W/2Z||s 00 VK < ¢
for an absolute constant ¢, equivalent to each row of W'/2Z being O(1)-sparse rather than O(d)-sparse), or
(ii) an explicit ratio bound wax/Wmin = O(1), which the Shapley kernel does not in general provide across
all coalition sizes, or (iii) a direct empirical estimate of A, from the actual (Z, W, f, D) in use. We adopt
option (iii) for non-linear /non-logistic models: the ranking utility numbers in §8 for MLP, RandomForest,
and GradientBoosting are computed by plugging an empirically estimated A, into the privacy and accuracy
formulas, not by invoking a closed-form L/ v/d bound. For linear and logistic models we use the certified
bounds of Lemmas 9-11 instead.

4.2 Top-1 release via the exponential mechanism (main theorem)

This subsection contains the lead certified result of the paper. Given any valid upper bound A, on the
per-coordinate ranking sensitivity (Definition 8 — Lemma 9 or Lemma 10 for linear models, Lemma 11 for
logistic, conservative analytic bound from Theorem 12 for general models, or an externally certified bound),
we release the top-1 feature via the exponential mechanism.

Theorem 14 (Pure-DP top-1 SHAP ranking release). Fiz a query z, background dataset D, coalition design
(Z,W), and attribution vector p(D,x) € R%. Let

Aoo> D» - DI?
> sup [[le(D, )] = [e(D2)] |,

be a valid upper bound on the per-coordinate ranking sensitivity under the chosen adjacency relation. Define

the mechanism
Pr[M(D) = i] = dexp(gm(D,w)l/(Moo)) .
Ymr exple g (D, 2)[/(284))

Then M is e-differentially private.

Proof. Define the quality score ¢(D, i) = |¢;(D, z)|. For adjacent D ~ D’ and any ¢ € [d], the reverse triangle
inequality and the definition of A, give

a(D, 1) — (D", )] = [lpi(D,2)| = lgi(D", )| | < [[le(D,2)] = oD, 2)]]|, < A

Thus the score ¢ has global sensitivity at most A,,. The exponential mechanism with score sensitivity
A samples item ¢ with probability proportional to exp(e ¢(D,4)/(2Ax)), and is e-DP by the standard
exponential-mechanism theorem [Dwork and Roth, 2014, Theorem 3.10]. O

A Gumbel-maz implementation is distributionally equivalent to the exponential mechanism — i.e. samples
from the same distribution on i*. A Laplace report-noisy-maz implementation with scale 2A /¢ is a standard
e-DP alternative with comparable utility constants but is not distributionally identical to the exponential
mechanism: the noisy-max distribution under Laplace noise differs from the exponential mechanism’s softmax,
and the equivalence is at the level of utility bounds up to constants, not exact sample distribution. We
use Gumbel-max when the formal exponential-mechanism distribution is required and Laplace RNM when
only the standard e-DP guarantee and comparable constants are needed. Empirically deployable when
Ao /g < 1 at the chosen ¢ and A, is a valid (analytic or externally certified) upper bound (e.g.
Adult RF in our experiments).



Empirical A, is a utility diagnostic, not a DP certificate. The values of A, reported for general
models in §8 (Tables 9 and 10) are computed as the worst-case ||[¢(z)| — \(p(x’)\Hoo over a finite set of
random adjacent inputs. They are non-certified estimates of A,, and serve only as predictors of mechanism
utility via Cor. 15. The pure e-DP guarantee of the exponential mechanism / Laplace RNM holds only
when the A, used for noise calibration is itself a valid upper bound on the true per-coordinate ranking
sensitivity — i.e. derived analytically (Lemmas 9, 10, 11, Theorem 12) or supplied as a certified bound by an
external analysis. An empirical estimate computed from a finite perturbation set may underestimate the true
sensitivity and therefore must not be used as the noise-calibration parameter in a deployed DP release. In §8
we use empirical A, only as a non-certified utility diagnostic to predict accuracy, not to claim DP for the
underlying mechanism on those configurations.

Corollary 15 (Top-1 correctness). Let i* = argmax; |¢;(D, x)| and let g = |+ (D, x)| — max;x;+ |¢;(D, x)|
denote the top-1/top-2 magnitude gap. Then the exponential mechanism of Theorem 14 satisfies

Pr[M(D) =*] > 1 dexp<2zgoo) .

Proof. For every incorrect feature j # i*, q(D,i*) — q(D,j) > g by definition of g. The standard exponential-
mechanism utility bound [Dwork and Roth, 2014, Theorem 3.11] gives

Pr{q(D, M(D)) < ¢(D,i*) —g] < dexp<—229> :

The event on the left contains the event that the selected feature is not a top-1 maximiser (up to ties), so
Pr[M(D) =14*] > 1 —dexp(—eg/(2A)). O

Reading the law. Utility is governed entirely by the dimensionless ratio Ay /g: when A, /g < 1 the
mechanism is near-perfect at low €; when A, /g > 1 it is not deployable without additional structure
(Table 10). We do not assert a fixed ¢ at which 90% accuracy is reached; that threshold is configuration-
dependent.

RNM (Laplace) implementation note. A common implementation is report-noisy-max: i* = arg max; (\(pi|+
Lap(0,2A /¢)). With the Laplace scale 2A, /¢ this is e-DP by the standard noisy-max analysis and yields
utility bounds with the same asymptotic dependence on A, /g as the exponential mechanism above (constants
differ; the two mechanisms are not distributionally identical). Earlier drafts of this paper used the scale
A /e, which corresponds to a different (more aggressive) calibration; we have switched to the 2A, /e form
for consistency with the formal theorem.

4.3 Hybrid: top-1 4+ noisy magnitude

Split the privacy budget: (i) release i* via RNM at budget £1; (ii) release |p;«| via the Gaussian mechanism
at per-coordinate sensitivity (scalar, no v/K) at budget €. Total cost: (€1 + €2, )-DP by basic composition.
The top-1 correctness probability follows Cor. 15 at budget £1; the magnitude SNR depends on |p;-| relative
to the per-coordinate Gaussian noise at €. Empirically deployable in configurations where A, /g <1
at the chosen ¢;.

4.4 Top-k ranking via sequential exponential mechanism

Top-1 release extends to top-k release by sequentially applying the exponential mechanism without replacement.

Theorem 16 (Pure-DP top-k SHAP ranking release). Fiz k € {1,...,d}, a query x, background dataset D,
and a valid upper bound Ao, on the per-coordinate ranking sensitivity (Definition 8). Iterate for £ =1,... k:
at step £, Tun the exponential mechanism of Theorem 1/ restricted to the unselected coordinates, with budget

e/k and sensitivity Ao, and append the selected feature to the output set S. Then the resulting mechanism
My, outputting S C [d], |S| =k, is e-DP.

10



Proof. At step ¢, condition on the previously selected set Sy_1 C [d] (which is part of the mechanism’s
public output) and run the exponential mechanism over the finite candidate set [d] \ Sy—; with score
q(D,i) = |pi(D,z)|. For any fixed Sy_1, ¢ has score sensitivity at most A, on the restricted candidate
set by the same argument as in Theorem 14. Hence each step is (¢/k)-DP by the standard exponential-
mechanism theorem [Dwork and Roth, 2014, Theorem 3.10]. Adaptive composition [Dwork and Roth, 2014,
Theorem 3.16] over the k calls — adaptive because the candidate set at step ¢ depends on the public output
of steps 1,...,£ — 1 — gives total privacy cost k- (¢/k) = e. O

Remark 17 (Utility under top-k composition). Each step ¢ inherits the Cor. 15 bound at the reduced
budget €/k, so the per-step error probability scales as dexp(—egs/(2kA)) with g, the gap between the
largest unselected magnitude and the next-largest unselected magnitude. Top-k utility is governed by the
worst per-step ratio A, /ge and the budget split £/k. An alternative allocation — assigning unequal budgets
across steps based on observed gaps — is straightforward but data-adaptive and would require spending an
additional budget on the gap estimates if the allocation is to remain DP; we do not pursue this here.

Applicability beyond Kernel SHAP. Theorem 14 (and Theorem 16) applies to any explanation vector
a(D,z) € R? for which a valid per-coordinate ranking sensitivity bound is available. Kernel SHAP enters this
paper through the derivation and estimation of A, (Lemmas 9-11, Theorem 12, the empirical diagnostic of
§4.2) and through the local-sensitivity story of §3. The exponential-mechanism layer is independent of how
a is computed; analogous certified bounds for TreeSHAP, gradient explanations, integrated gradients, and
other per-feature attribution vectors would yield the same e-DP top-k release mechanism with utility law
governed by the corresponding empirical Ay, /g ratio.

4.5 Sparse-thresholded release

Release {(4, ;) : |p:i| > 7} with public threshold 7. Under a support-stability assumption — namely that
adjacent inputs change the thresholded support {i : |p;] > 7} by at most one coordinate — the count
sensitivity is 1. This support-stability assumption holds in linear/additive settings where the column-
cancellation structure limits each adjacent perturbation to a single attribution coordinate (Lemma 5); it
does not hold in general for non-linear models, where a single input-coordinate perturbation can change
multiple attribution coordinates through interactions and shift several across the threshold simultaneously.
For non-linear models the count sensitivity should be bounded by an explicit analysis (worst-case number of
threshold crossings induced by an adjacent input) or empirically calibrated and reported as a non-certified
diagnostic. Propose-test-release [Dwork et al., 2009] releases noisy magnitudes when the support is stable.
Empirically deployable at ¢ <5 for stable-support inputs in our evaluated settings.

4.6 Failure-case taxonomy

When the ranking mechanism fails to deliver a useful top-k release, the cause typically falls into one of five
categories. We list them explicitly so that diagnosis can be done from the empirical ratio A, /g and the
chosen adjacency model:

1. Small-gap failure. g is too small (close to a tie), so the top-1 feature is not semantically stable even
non-privately. Non-private top-1 is itself unreliable here; private release should be conditioned on g
exceeding a stability threshold (see Remark 18 below) or on top-k release (Theorem 16).

2. High-sensitivity failure. A, is too large relative to the available budget. For the linear/logistic
certified bounds the only fix is reducing the perturbation magnitude p or using a tighter analytic
certificate.

3. Uncertified-sensitivity failure. For nonlinear models, the empirical A, used for utility prediction
is not a valid DP certificate (§4.2); the mechanism is simply not deployable until an analytic upper
bound is supplied.

4. Full-vector noise failure. The certified Gaussian baseline (Theorem 19) has ¢ much larger than
typical SHAP magnitudes (§8); per-feature release is destroyed.
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5. Adjacency-mismatch failure. A bound proven under one adjacency relation (e.g. query/input) is
misapplied to another (e.g. background-record replacement). Table 1 is the single source of truth;
results are not transferred between rows without a separate proof.

Remark 18 (Tie / near-tie diagnostic). When g is close to zero, the top-1 feature is not semantically
stable even before privacy noise. We therefore recommend reporting results both overall and conditioned
on g exceeding a small stability threshold. Table 11 reports A, /g, which serves as a proxy for near-tie or
high-sensitivity regimes but does not by itself distinguish the two causes: a large ratio may come from small
g (near-tie), large A, (high sensitivity), or both. A directly computed near-tie fraction (e.g. fraction of
queries with g < 1072) is listed as future work in §10; in the present benchmark configurations whose median
ratio exceeds ~ 5 should be re-run with top-k release (k > 3, Theorem 16) or sparse-thresholded release.

4.7 Composition across queries

For pure-DP accounting, the privacy losses compose additively, so T releases at per-query budget ¢ cost T'e
in total [Dwork and Roth, 2014, Theorem 3.16]. If one is willing to move to approximate DP, advanced
composition or privacy-accountant methods (e.g. moments / Rényi accountants) can trade an additional § for
a smaller effective € over many queries; we do not use that relaxation here, and the budgets reported in this
paper are pure-¢ accounting.

Table 4: Per-query budget allocation under basic composition for the ranking mechanism. Total budget is
fixed at eyota = 1.

Queries T'  Per-query ¢  Total e

1 1.00 1.0
5 0.20 1.0
10 0.10 1.0
50 0.02 1.0

4.8 Decision framework

Table 5: Release mode decision framework, organised by the empirical ratio A, /g between per-coordinate
ranking sensitivity and top-1/top-2 gap. ¢ is the single-release budget; composition multiplies it across queries.
Concrete values of A, /g for RandomForest and GradientBoosting on UCI Adult and German Credit are
reported in Table 10.

Regime Expected RNM utility Recommendation

An/g <1 near-perfect at € ~ 1 RNM top-1 / hybrid (e.g. Adult RF)

Ax/g=1 mid- to high-e needed RNM at € > 3, or sparse-thresholded if support
stable

As/g>1 not deployable as RNM Empirical bootstrap full-vector baseline (§5; not
certified), or derive a refined certified coordinate
bound

Bootstrap full vector ~ 24x (MLP), ~ 48-58%x (RF/GB) over bootstrap-calibrated, not certified worst-case
centered-response cert. Gaussian (Tab. 7) DP
Full-vector Gaussian  needs €10 for SNR > 0.5 Not recommended
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5 Bootstrap-Calibrated Smooth Sensitivity Mechanism (secondary
baseline)

5.1 Certified full-vector Gaussian baseline (Mechanism A)

We first state the certified full-vector baseline that Algorithm 1 compares against. Unlike the bootstrap
mechanism, this baseline admits a real (e, §)-DP proof.

Theorem 19 (Certified full-vector Gaussian baseline). Let

Az > sup [lp(D,x) — (D', z)|2
D~D’
be a wvalid global Lo sensitivity bound for the full SHAP vector under the chosen adjacency relation. The

mechanism
M(D) = o(D,z)+¢&,  £~N(0,0%14),

with 0 = Ag+/21In(1.25/8) /¢ is (€,0)-DP for e € (0,1) and § € (0,1).

Proof. This is the standard Gaussian mechanism [Dwork and Roth, 2014, Theorem A.1]. For all adjacent
D~ D' |lo(D,x)— (D, x)||2 < As. Adding spherical Gaussian noise with the stated scale therefore satisfies
(e,9)-DP by the classical Gaussian-mechanism calibration. O

Lemma 20 (Naive model-agnostic full-vector sensitivity). Assume |f(u)| < Fax for all masked inputs u
encountered by the coalition design (Z, W) and for the background means up encountered under the adjacency
relation. Let (D, x) = yx(D,x) — f(up) denote the centered response used by §2.1. Then

Ay < 4B VK R
Proof. For adjacent D ~ D’, the centered-response coordinate difference is

Uk(D,z) — g (D', 2) = [y(D,z) —yp(D',2) | — [ f(pp) — f(pp) ]

Since |f| < Finax, both brackets have absolute value at most 2Fax, S0 |Gk(D, ) — §r(D’, x)| < 4Fnax for
every k, and therefore ||§(D,z) — §(D’, x)||2 < 4FmaxV K. By sub-multiplicativity,

lo(D,2) = (D', 2)ll2 = |R(§(D,2) = §(D',2)) |2 < 4FnaxVE | R]2.

The factor of 4 (rather than 2) is needed because the centered response subtracts the data-dependent baseline
f(up), which is itself perturbed under adjacency; we do not assume R annihilates the constant baseline-shift
term across adjacent datasets. O

Theorem 19 together with Lemma 20 (and, where it applies, the tighter Lipschitz form Ay < 2B, L VK ||R|2/n
for Lipschitz models, derived analogously from Proposition 6) yields the certified Mechanism A baseline used
throughout §8. The /K dependence in A, is the source of the impractical o scale at deployable €, motivating
the bootstrap mechanism below as a heuristic baseline that is not itself certified.

Remark 21 (Centered-response factor in Table 7). The RF/GB rows of Table 7 use the centered-response
4Fax bound from Lemma 20 rather than the 2F;,, uncentered bound used in early drafts. Relative to
those drafts, the certified Mechanism A o4 values for RF and GB are doubled (e.g. 057! = 293.92 for RF
and 1024.04 for GB versus the prior 146.96 and 512.02). The bootstrap o values are unchanged because
Algorithm 1 already operates in post-regression centered space; consequently the certified-baseline ratios
oa/op rise from ~ 24-29% to ~ 48-58x for tree models. The MLP entries (which use the certified Lipschitz
form rather than the naive Fy,ax form) are unaffected, so the MLP ratio remains 24.12x.
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5.2 Bootstrap-calibrated Algorithm 1: heuristic, not certified

Proposition 22 (Status of Algorithm 1). Algorithm 1 is presented as a bootstrap-calibrated heuristic baseline,
not as a certified (e,6)-DP mechanism. The bootstrap distributional upper envelope St .(D) produced by
the algorithm estimates the bootstrap-distribution mean of the local sensitivity (Lemma 4, Remark 27); it
does mot, on its own, certify the worst-case adversarial supremum SUp pr.q(p, pry=r LS(l)(D') that NRS smooth
sensitivity requires, and the realised scale need not be B-smooth across adjacent datasets. Theorem 29 therefore
depends on two unproved auziliary assumptions (A1)—(A2); under those assumptions it is a conditional
calibration statement, not a DP theorem. Converting Algorithm 1 into a real (¢,8)-DP mechanism would
require replacing Sy, by a deterministic certified envelope S’E(D) (Lemma 23) for which analytic worst-case
bounds are computed for the model family in use (open problem (v) in §10).

Lemma 23 (Smoothness of the certified envelope S;) Define the deterministic envelope

ST(D) = max e " sup LS (D).
ﬂ( ) k>0 D’:d(D,D")<k D)

Then for adjacent D ~ D', SL(D/) <ef S;(D)-

Proof. For any k > 0 and any F with d(E,D’) < k, the triangle inequality for dataset distance gives
d(E,D) < k+ 1. Hence
sup  LSW(E) < sup LSY(E),

E:d(E,D")<k E:d(E,D)<k+1
S0
e PP sup LSW(E) < ef e AhtD) sup LSY(E) < ¢° S;(D).
E:d(E,D")<k E:d(E,D)<k+1
Taking the maximum over k proves 5’; (D) <ef S; (D). O

Lemma 23 is the missing piece for a real DP proof of a smooth-sensitivity-based mechanism: a certified
(e,d¢)-DP Gaussian smooth-sensitivity release at scale SZ(D)\/Z In(1.25/d¢)/e would follow from Lemma 31

with the verified admissibility constants. The hard part is computing or bounding S; (D) non-trivially for
nonlinear Kernel SHAP, which we leave open (§10, open problem (v)). Until then, Algorithm 1 should be
read as a utility baseline only.

5.3 Setup

We operate in the post-regression space, applied to the centered response (D, x,Z) = y(D,z,Z) — f(up)1
as defined in §2.1. The adjacency is single-record replacement in the background D of size n. Throughout
this section, every occurrence of Ry(-) in the algorithm and the local-sensitivity estimator should be read as
Ry(:): R is applied to the centered response, with constant offsets absorbed by the g intercept and the
efficiency constraint held only in expectation, since the private mechanism does not project. The mechanism:
(1) computes the true post-regression SHAP output ¢ = Ry(D,z, Z); (2) estimates Sj via B bootstrap
samples at each hop count & =0,..., Kiax; (3) applies an empirical Bernstein upper-confidence correction;
(4) adds calibrated Gaussian noise and releases the unprojected result. Efficiency holds in expectation only
(Theorem 33, Remark 25).

Remark 24 (Bootstrap sampling convention). Algorithm 1 uses the standard with-replacement empirical
bootstrap: each replaced record in Dy is drawn i.i.d. with replacement from the empirical distribution of
D. We do not use without-replacement subsampling, sampling from a public holdout, or sampling from a
synthetic reference distribution; those are valid alternatives but would change the meaning of the Bernstein
target Ep, g, [LS" (Dy)] in Lemma 4 and shift the dominance assumption (A1) of Theorem 29. Earlier
draft phrasing referring to “without-replacement bootstrap from the same population” is corrected to the
with-replacement form here.
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Algorithm 1 Bootstrap-calibrated smooth sensitivity for Kernel SHAP

Require: model f, background D (size n), query x, coalition matrix Z, regression operator R, certified
Fliax, hop count Ky ax, bootstrap size Bpoot, confidence level a, privacy budget (g,0). All occurrences of
7(-) below denote the centered response y(-) — f(u.)1 as in §2.1.

1: Qref < RQ(D,I,Z)

2: for k=0,1,..., Kpax do

3: for b=1,..., Bpoot do

4: Sample Dy, by replacing k records of D, drawn i.i.d. with replacement from the empirical distribution
of D (standard with-replacement empirical bootstrap; see Remark 24)

5: LSk < max, |Ry(Dy,z,Z) — Ry(D, ", z, Z)||2 > single-swap local sensitivity at Dy

6: end for R

7: g < ﬁ > LSkp; Vi m >y (LSkp — fu)?

8: o — af/(Kpax + 1) > per-k Bernstein confidence after union bound; see Lemma 4 and Step 2 of

Appendix A.2

9:  corrg < 4/ QV’“Elgzgit/a/) + 72{?;(1527/%/) > Mg from (1) or (2)

10: UBj + max; LSk,Q, + corry > 'bootstrap distributional upper envelope at hop k, not an adversarial
supremum (Remark 27)

11: end for

12: B« 6/ (2111(1/(5(;))

130 Spoor < manK:‘"(‘;"‘ e Pk . UB,

14: 0 < Sgoot : \/2111(1.25/5@)/6

15: @ < @ret + N (0,021,)

16: return @ > do not project; see Remark 25

Remark 25 (Why we do not project onto the efficiency hyperplane). An earlier version of this mechanism
applied the projection IIx—y(@) onto the affine hyperplane {p : 17 = f(z) — f(up)} as a final step, arguing
that a projection is post-processing of a DP output. This is incorrect under input-level adjacency. The
hyperplane itself depends on the private background D through f(up), so the projection map is not a function
of the noisy output alone — it accesses the private dataset a second time and would publish f(up) exactly
(since f(x) is known to the client). The post-processing theorem does not apply to such a data-dependent
transformation. We therefore release the unprojected noisy vector ¢. The efficiency axiom holds only in
expectation (Theorem 33); enforcing it exactly would require either (i) a public background dataset, or (ii)
spending a separate DP budget on f(up) via a scalar Gaussian and projecting onto the noisy-sum hyperplane,
accounted under composition. We list the latter as an open problem in §10.

Remark 26 (k* = 0 simplifies deployment). In practice, k* := argmaxy e ?* . UBy = 0 for all model
families and all deployable € < 5: the smooth-sensitivity maximum is always attained at the unperturbed
background. Intuitively, for tree ensembles the local sensitivity does not grow when additional records are
swapped (ensemble averaging is stabilising), and for MLP the Bernstein upper bounds decay faster than
eP* grows. When k* = 0, Algorithm 1 reduces to a single-hop bootstrap (Kmax = 0 suffices): compute
Bioot = 400 single-swap sensitivities at D itself, apply the Bernstein correction, and calibrate o. No multi-hop
sampling is required.

5.4 Privacy guarantee: what the mechanism does and does not certify

What the bootstrap actually bounds. NRS smooth sensitivity requires the worst-case quantity

S%(D) = max e P sup LSW (D).
g k>0 D’:d(D,D")=k
Algorithm 1 replaces the inner sup over adjacent datasets at distance k by a bootstrap distributional
upper envelope: the sample maximum maxp LS, plus an empirical Bernstein upper-confidence correction

that bounds Ep, g, [LSY) (Dy)], where By, is the bootstrap distribution at hop k. The sample maximum
is conservative relative to the bootstrap mean, but is not a worst-case supremum: it characterises the
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distributional envelope under Bj, not the adversarial envelope required by NRS. We therefore call the
resulting quantity a “bootstrap distributional upper envelope” rather than a “smooth-sensitivity upper
bound,” and the conditional calibration interpretation of Theorem 29 requires the additional dominance
assumption (A1) to bridge the two notions.

Remark 27 (Meaning of maxp LSy, + corry). The quantity UB; = maxp LSy 5 + corry, combines (i) the
sample maximum over Bpoot bootstrap draws and (ii) a Bernstein upper-confidence correction targeting the
bootstrap-distribution mean. Item (i) is conservative relative to the sample mean but does not on its own
estimate supp.q(p, pry— LS(l)(D’). We refer to UBy, as a bootstrap distributional upper envelope at hop k;
it becomes a worst-case smooth-sensitivity bound only under the dominance assumption (41) of Theorem 29.

Remark 28 (Bootstrap dominance assumption). The bootstrap-calibrated guarantee in Theorem 29 requires
the assumption that, with probability > 1 — agom over the algorithm’s randomness, S}, produced by
Algorithm 1 dominates the worst-case smooth sensitivity SE(D). This assumption is non-trivial: the
bootstrap distribution may underestimate the supremum if the worst-case adjacent dataset is rare under
the empirical distribution of D. We treat this as a working assumption rather than a theorem, and present
Algorithm 1 as a bootstrap-calibrated mechanism — not as a worst-case-certified DP mechanism. A genuine
worst-case smooth sensitivity for kernel SHAP under single-record replacement is left as an open problem

(§10).

Theorem 29 (Bootstrap-calibrated heuristic baseline). Algorithm 1 is presented as a bootstrap-calibrated
heuristic baseline, not as a worst-case (e, §)-DP-certified mechanism. Suppose the following two auziliary
assumptions hold:

(A1) (Dominance.) The bootstrap-derived scale Sy .. produced by Algorithm 1 upper-bounds a [3-smooth
sensitivity envelope of ¢(-,x, Z) with respect to single-record replacement adjacency, with calibration
failure probability at most cqom (Remark 28); and

(A2) (Smoothness.) The data-dependent scale D — Sf .. (D) satisfies the smoothness ratio Sf . (D') <

P i i (D) for all single-record-replacement neighbours D' of D (Remark 30).

oot

Under (Al) and (A2), together with the Gaussian smooth-sensitivity calibration of Lemma 31 (which sets
0 = SoorV2In(1.25/0¢) /e and B = €/(2In(1/6¢))), the Gaussian release ¢ = oot + N(0,0%1;) would
inherit the corresponding (,0¢c) smooth-sensitivity guarantee if the realised scale St ., were either replaced
by, or proven equal to, a deterministic 3-smooth upper envelope of the local sensitivity. Algorithm 1 does not
establish either property: (A1)—(A2) are imposed as auziliary assumptions, not derived. The result is therefore
a conditional calibration statement on an event £ of probability at least 1 — (o + atgom) (where «v is the per-k
Bernstein confidence used in Algorithm 1), not a standard DP theorem with high-probability calibration.

We do not prove either (A1) or (A2) from the bootstrap construction alone. In particular, a randomly
drawn bootstrap-derived scale Sy, need not satisfy (A2): its value can vary discontinuously between adjacent
datasets unless an explicit smoothness/dominance certificate is supplied. Because of this, the present statement
should be read as a heuristic baseline rather than a standard (,8)-DP theorem, and we do not claim a single
conventional (g,0)-DP guarantee with 6 = dg + a. We retain the structural result above for transparency
about how the baseline is calibrated; a genuine certified mechanism would replace (A1)—(A2) by worst-case
smooth-sensitivity bounds for the model family in use (open problem (v) in §10).

Remark 30 (Why (A2) is non-trivial). Standard smooth sensitivity [Nissim et al., 2007] is built on a
deterministic, dataset-Lipschitz envelope: it is a function of D that can change by at most a factor of e”
between adjacent datasets. A bootstrap-derived scale Sy, is random — drawn from the algorithm’s internal
Bypoot resamples — and there is no structural reason for the realised scale at D and at an adjacent D’ to differ
by at most e”. Verifying (A2) requires either (i) replacing Sy, by a deterministic envelope that dominates
it almost surely, or (ii) a joint-coupling argument across adjacent datasets with explicit concentration. We
provide neither here; both are part of open problem (v) in §10.

Lemma 31 (Gaussian calibration formula used in Algorithm 1). Algorithm 1 uses the classical Gaussian-
mechanism scale o = S(D)+/21n(1.25/6¢)/e [Dwork and Roth, 2014] as an empirical calibration formula
with S(D) = 5§, ..(D) and 8 =¢/(2In(1/dg)). Nissim et al. [2007] discuss admissible noise distributions
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for smooth sensitivity, including Gaussian variants; the exact admissibility constants — and the precise
relationship between 3, €, §, and the scale prefactor — depend on which smooth-sensitivity theorem is invoked
and on its parameterisation. We do not claim a verbatim correspondence between the prefactor used here and
the admissible Gaussian-noise calibration of any specific NRS theorem; a certified smooth-sensitivity Gaussian
mechanism would require matching the exact admissibility parameters of the chosen smooth-sensitivity theorem
in addition to the assumptions of Theorem 29. We therefore report this calibration as the empirical formula
used by Algorithm 1, not as a derived smooth-sensitivity guarantee. Replacing Si . by a certified deterministic

smooth-sensitivity envelope S}; (D) together with the verified admissibility constants for Gaussian noise would
be required to convert the baseline into a standard (e,0c)-DP mechanism; see §10, open problem (v).

Proof sketch (Theorem 29). Conditional on (A1) holding for Sy . > S;(D) — an event of probability
> 1 — agom — the per-k empirical Bernstein bound (Lemma 4) applied with confidence a/(Kpax + 1)
and union-bounded over k € {0, ..., Kmax} gives UBy > Ep, w5, [LSV)(D},)] simultaneously for all k with
probability > 1 — . Under (42) — i.e. assuming the resulting scale is in fact S-smooth in the deterministic
sense Lemma 31 requires — the Gaussian smooth-sensitivity calibration of Lemma 31 yields (g, 0g)-DP. The
mechanism returns the unprojected noisy vector ¢ (no projection step). We do not re-derive (A2) from the
bootstrap construction; without it, the conclusion is conditional, not a standard DP certificate. O]

Remark 32 (Honest reading of the privacy parameter). In our reporting we keep dg and « separate. We
do not collapse them into a single “deg ~ 0.01001” DP parameter, because 0.01 is large for a DP ¢ and the
bootstrap failure « is conceptually a calibration confidence rather than an adversary advantage. Treating
de + « as a standard 6 would overstate the certifiable guarantee. Even under (A1)-(A2) of Theorem 29, the
calibration is heuristic in the sense of Theorem 29 and Lemma 31: it is not a standard DP certificate. To
shrink the bootstrap confidence parameter, increase B and tighten «; Bpoos = 400, & = 0.01 is the operating
point used throughout.

Theorem 33 (Efficiency in expectation only). The unprojected output @ of Algorithm 1 satisfies the SHAP
efficiency axiom in expectation only:

]E[]-TSZ] = 1T§0rcf - f((E) - f(MD)

The realised sum 17 ¢ deviates from f(z) — f(up) by a Gaussian with standard deviation ov/d. We do
not enforce exact efficiency; doing so via projection onto the affine hyperplane {¢ : 1T p = f(z) — f(up)}
would not be valid post-processing under input-level adjacency, because the hyperplane depends on the private
quantity f(up) (Remark 25).

Proof. The added noise £ ~ N'(0,021,) has zero mean, so E[@] = p,ef. By construction ¢por = R recovers
the kernel-SHAP attributions on the centered response, which sum to f(x) — f(up). Linearity of expectation
gives the claim. The deviation 17¢ ~ A(0,do?) is not removed because the projection that would do so
would consume a separate privacy budget. O

6 Certified F,,,x Bounds

The certified upper bound Fax > sup,, | f(x)] is required for the Bernstein range Mys in (1)/(2). We give

dimension-free bounds for three model families.

Lemma 34 (F,., for 1-hidden MLP). For f(x) = Wy tanh(Wiz + by) + by with W, € R4 W, € R1**,
by € R:
If ()] < |[WallL + |b2| for all z € RY.

Proof: |tanh| < 1 coordinate-wise, so |Watanh(-)| < ||[Wally -1 = |[|[Wall1. The bound is dimension-free and
independent of d, h, and K. At our trained MLP: F<t = 17.03, empirical max = 13.23, ratio = 1.29x.

max

Lemma 35 (Fyax for RandomForest). For RF(z) = (1/T) Zthl treeq(x) with T trees:
L T
< —
IRF(z)] < = ;:1 max 6],
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where the inner max is over all leaf values of tree t. Proof:

1 « 1 « 1 «
IRF(x)| = ‘T;treet(x)‘ < T; [tree;(z)] < f;mﬁxwt\,

where the first inequality is triangle inequality and the second holds because each tree assigns x to a leaf
whose absolute value is bounded by the per-tree leaf mazimum. At our RF (T = 100): FS&t = 8.54, empirical
maz = 6.23, ratio = 1.37x. Note: taking a global leaf mazimum across all trees (ignoring the mean) yields

Frax = 15.20, which is 1.78x looser.
Lemma 36 (Fyx for GradientBoosting). For GB(x) = init + nZthl treeq(x) with learning rate n:

T
< |ini .
|GB(z)| < |1mt|—|—77§ m?x|€t|

t=1

Proof: Triangle inequality (boosting adds tree outputs, unlike RF which averages them — hence sum not mean,).
At our GB (T =100, n = 0.1): F< = 28.03, empirical max = 12.87, ratio = 2.18x. A concentration-based

max

tightening via held-out predictions is deferred (open problem in §10).

7 Lower Bound and Tightness

Scope of the lower bound. The result of this section is a lower bound on the per-coordinate error of
any (&,0)-DP mechanism that releases the full d-dimensional cardinal SHAP vector under single-feature Lq
adjacency on a planted background, with a coalition matrix Z satisfying the (k,d)-rank condition. It does
not directly apply to ranking-only releases (§4) or to release of a single coordinate; transferring the bound
through the SHAP regression operator to those settings requires the rank condition, and we do not claim a
matching ranking-release lower bound. The local sensitivity LS in this section is the model-family-specific
local sensitivity at the planted background, not a global Lipschitz constant.

Definition 37 (Coalition rank condition). A coalition matrix Z € {0, 1}%*¢ satisfies the (k, d)-rank condition
if 04(Z) > k\/K/d, where o4 is the d-th largest singular value.

Lemma 38 (Rank condition holds with high probability). There exist universal constants Cy,k > 0 such
that for Shapley-kernel sampling with K > Cydlogd, the random coalition matriz Z satisfies the (&, d)-rank
condition with probability > 1 — d~'. In our analyses we use the values Cy < 8 and k > 1/2 as conservative
working constants; both are sketch-derived from the second-moment bound below and a full derivation of the
optimal constants is deferred.

Proof sketch. Rows of Z are i.i.d. under the Shapley-kernel distribution; the Gram matrix %Z TZ concentrates
around its expectation E,[zz"] = ¢114/d (with ¢; > 1/4 from the second moment of Shapley-kernel marginals
across uniform-over-size coalition draws) by Matrix Chernoff [Tropp, 2012]. The bound on o4 follows. The
specific values Cy < 8 and x > 1/2 used in this paper are conservative reductions from the matrix-Chernoff
failure probability and the second-moment constant c;; tighter values may hold under a full analysis of the
weighted Shapley-kernel mask distribution and the corresponding weighted Gram concentration. We retain
the conservative form here and flag the optimal constants as future work (open problem (iv) in §10). O

Proposition 39 (Standard Gaussian calibration). The classical sufficient calibration of the Gaussian
mechanism for (¢,6)-DP at global Ly sensitivity Ay [Dwork and Roth, 2014, Balle and Wang, 2018] is

o = Ay+/2In(1.25/9) /€.

This is not a necessary lower bound on o; it is the calibration we use for the certified Gaussian baseline
(Mechanism A) and the calibration that NRS smooth sensitivity inherits when Ag is replaced by a (smooth) local
sensitivity. For our purposes, the relevant necessary lower bound is the fingerprinting bound of Theorem 40
below; we do not claim a sharp Q(LS/e) lower bound on the Gaussian mechanism alone.
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Theorem 40 (Packing lower bound, L; adjacency, Ly error). Let M be (g,8)-DP under single-feature Ly
adjacency, with § < 1/(16d). If for every f € Fr, and every x in the unit boz,

Pr([M(z) —¢p(@)2 < o] = 2/3,
and the coalition matriz Z satisfies the (k,d)-rank condition (Lemma 38), then

k  LoVKd
— 8 e+2log(1/4)

The quantity o here is an Lo error radius on the full d-dimensional attribution vector py(x) € R, The
per-coordinate version, obtained by normalising o by v/d (i.e. converting an Lo ball of radius a to a typical
per-coordinate magnitude of a/\/d), is a/v/d > (k/8) - LovV'K /(e + 21og(1/68)). We use the Ly form when
comparing to the bootstrap mechanism’s Lo output noise (Proposition 42); the per-coordinate scaling is
used only after the explicit /d normalisation above. The theorem itself is an Lo lower bound; o is not a
per-coordinate error without that conversion.

Proof sketch. Fingerprinting construction (Steinke-Ullman 2017; Kamath et al. 2021): encode a secret
s € {£1}? into D via per-coordinate bias 7; ; ~ N(us;, 1) clipped to [—~B, B]. By Lemma 5, the column-
cancellation property gives ¢;(D) o s;: the SHAP output correlates with the planted secret coordinate-
by-coordinate. The rank condition enters through the lower bound on ||RAy||2 via 04(Z) > k+y/K/d. The
stability bound on the score function T; under (g,d)-DP (Kamath et al., Lemma 3.3) limits how well any
mechanism can recover s. If the Ly error were below (k/8) - Lov/Kd/(e 4+ 2log(1/6)) — equivalently, if the
normalised per-coordinate error (| - [|2/v/d) were below (r/8) - Lov/K /(¢ + 21og(1/8)) — then an adversary
applying the centered-sign estimator would recover s with advantage > 1/2 + v over random guessing,
contradicting (g,d)-DP with v = Q(e). See Appendix A.3 for the proof sketch with the full fingerprint
construction, the score-function calculation, and the explicit constants. We have not yet formalised every
step (in particular, a fully explicit form of the Kamath et al. stability constant and an exhaustive treatment
of the clipping interaction); the present version is a proof sketch suitable for a workshop / arXiv note rather
than a fully formalised theorem statement. O

Corollary 41 (L., adjacency). Under ||z — 2'|lso < 1, Theorem 40 yields an extra v/d factor:
> E LQ V Kd2
~ 8 e+ 2log(1/d)”

The relevant upper-bound for comparison is the Lo, -adjacency upper bound on the same regression operator,
not the single-record-replacement upper bound used by Algorithm 1; we do not claim that the lower bound
matches the bootstrap mechanism under Lo, adjacency.

Table 6: Comparison of lower-bound techniques. Our result is the first to track the v/ K dependence arising
from the coalition-regression operator.

Technique Bound Applies to Role here
Fingerprinting [Bun et al., 2014] Vd/e d-dim mean est. baseline we adapt
Steinke-Ullman [Steinke and Ullman, 2017]  v/d/e with § (e,8)-DP codebook we reuse
Packing [Hardt and Talwar, 2010] log |pack|/e discrete releases not tight for SHAP
This paper (Thm 40) VKd/e coalition-regression output new

Proposition 42 (Scale comparison with the fingerprinting lower bound). At e =1, §¢ = 107°, d = 20,
MLP model: the bootstrap mechanism achieves onoor = 0.790, LS = 0.085, giving oneot/(LS/e) = 9.3. The
Gaussian calibration constant is 1/21n(1.25/0¢) =~ 4.85. Theorem 40 certifies ¢ € [1/8,1], giving a gap range:

Oboot . B
cIS-am © M9X (=D Bx (e=1/8)]
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The ¢ = 1 bound is the tightest admissible lower bound; the ¢ = 1/8 bound is the weakest. Algorithm 1 is
within a 1.9x-15X% multiplicative range of the lower bound under the stated single-feature L, adjacency and
rank conditions, as a function of the constant ¢ admitted by the fingerprinting argument. We do not claim a
strictly matching lower bound or that polynomial improvement is impossible: the gap may close further under
different adjacency assumptions or refined fingerprinting analysis.

Remark 43 (On the matching terminology). We deliberately avoid the phrase “matching lower bound.”
The fingerprinting bound and the bootstrap mechanism use different adjacency models — single-feature L
on the planted background versus single-record replacement of background records, respectively — and the
lower-bound constant ¢ is not pinned down. Under these caveats, Theorem 40 should be read as evidence
that the v/Kd scaling cannot be improved by more than a constant within the fingerprinting framework on
planted backgrounds, not as a closed-form information-theoretic lower bound on our specific mechanism.

8 Experiments

Datasets and models evaluated. The primary mechanism comparison (§5) is run on a synthetic dataset
(standard Gaussian N(0, I4), Lo-clipped to ball of radius Beip = 3, d = 20, n = 100 background records),
to allow controlled sweeps over K, €, and n. Three model classes are trained on this synthetic data: (i)
one-hidden-layer MLP with tanh activations, h = 32 hidden units; (ii) RandomForest with 7' = 100 trees,
dmax = 4; and (iii) GradientBoosting with T' = 100 trees, dpax = 3, n = 0.1. The fingerprinting lower-bound
validation (§8, Table 8) uses the same synthetic background with a planted signal as described in Appendix A.3.
The reconstruction-attack and ranking validation in Appendix D.1 additionally use the UCI Adult and German
Credit (d=24) datasets. Adult dimensionality differs by preprocessing: the logistic-regression reconstruction
baseline (in the appendix narrative) drops a redundant one-hot reference category per categorical attribute
and uses d = 87, while the RandomForest / GradientBoosting ranking pilot (Table 10) retains all one-hot
levels and uses d = 96. We list both values explicitly to prevent confusion. The real-data evaluation in
Table 10 reports RandomForest and GradientBoosting only; the logistic-regression model class is used solely
for the reconstruction-attack discussion in Appendix D.1 and does not appear in Table 10.

We do not claim five datasets in this version. An earlier draft referenced an aspirational five-dataset
evaluation; the experiments reported here use one synthetic distribution plus two real-data benchmarks
(Adult, German Credit). All abstract and introduction language has been updated accordingly. Extended
evaluation across additional datasets remains future work (§10).

Setup. d = 20, K = 400, n = 100, Byoo; = 400, Ly-clip radius Bep = 3, a = 0.01, 6g = 107, seed
20260415. We report ¢ and « separately rather than as a single deg (Remark 32). Mechanism A (baseline):
noise added to y with a certified global Lo sensitivity bound. The exact form depends on the model:

N

2BaipL VK . .
“’ff‘ﬁ (MLP, with explicit Ly = |[Wa|l2[|W1|l2),

AT — ||R|ly - 4Fpax VK (RandomForest, GradientBoosting; centered-response, no 1/n).

The second form is the certified centered-response bound for discontinuous tree models, derived as in Lemma 20
(factor 4 rather than 2 to account for the data-dependent baseline shift f(up) under adjacency); the 1/n form
does not apply without an explicit no-threshold-crossing margin assumption on up (cf. Proposition 7 and
the discussion of MPEVe vs. Mfép in §3). Mechanism B (ours): Algorithm 1 with the bootstrap-calibrated
conditional calibration interpretation of Theorem 29. Mechanism A satisfies standard (e, d¢)-DP under the
relevant sensitivity bound; Mechanism B satisfies the bootstrap-calibrated calibration-confidence statement
1 — (& + ctdom) of Theorem 29, which is conditional on unproved dominance/smoothness assumptions and is
not standard (g, d¢ + «)-DP. RMSE and top-5 accuracy are averaged over 30 trials per &; we report 95%
confidence intervals in Appendix D.

Reconciliation note for tree-model tables. The o4 values originally tabulated for RandomForest and
GradientBoosting (Tables 18, 19 in Appendix E, and Table 15) were computed using a 1/n post-regression
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sensitivity estimate that does not transfer to discontinuous models without a margin assumption. We retain
those tables as preliminary calibration results and supersede them by the recomputed values in Table 7 below,
where Mechanism A uses Agert’nalve = ||R||2 - 4FmaxVK for RF/GB (centered-response form of Lemma 20,
no 1/n) and AS™P with L; for MLP. The MLP entries in Tables 17-15 are unaffected beyond the choice
of Ly; the RF/GB entries should be read as empirical, not certified.

Table 7: Recomputed full-scale baseline under the corrected centered-response Mys form. Synthetic Gaussian
d =20, K = 400, n = 100, Bpoot = 400, 15 queries, 30 trials, 6 = 10~°. Mechanism A uses AS™""P with
explicit L; for MLP and the centered-response naive form Ay = 4F. VK ||R||2 (Lemma 20; no 1/n, factor
4 rather than 2 to account for the data-dependent baseline shift f(up) under adjacency) for RF and GB.
Ratio is 04 /0, which equals the per-coordinate RMSE ratio under unclipped Gaussian noise. Tree o4 is
much larger here than in the preliminary Table 18 because (i) the corrected analysis removes the 1/n factor
that the prior calibration used and (ii) the centered-response derivation contributes a factor of 2 over the
uncentered form; the ratios o04/0p are correspondingly larger because the bootstrap opeot is unchanged
under this correction (the bootstrap mechanism already operates in post-regression centered space).

—~

Model ¢ Mys form LS mean oA Oboot ratio top-5p
MLP 1 Lip 0.013 10.02 0.42 24.12x 27%
MLP 5 Lip 0.013 2.00 0.083 24.12x 40%
RF 1 naive (4Fmax, centered) 0.047 293.92 6.07 48.42x 25%
RF 5 naive (4Fmax, centered) 0.047 58.78 1.21  48.58x 26%
GB 1 naive (4Fmax, centered) 0.071 1024.04 17.68 57.92x 25%
GB 5 naive (4Fmax, centered) 0.071 204.80 3.54 57.85% 25%

The qualitative finding that Mechanism B beats Mechanism A is preserved and strengthened under the
corrected centered-response baseline: ¢ 4 for tree models grows by a factor of & 200 relative to the preliminary
1/n-based numbers (because the certified naive form contains no 1/n and uses the centered-response factor of
4), while op00t shrinks because the larger bootstrap budget Bpoot = 400 tightens the Bernstein correction.
The resulting o4 /0 ratios are 24x for MLP and 48-58x for RF/GB (Table 7, Remark 21), far larger than
the 2.4-4.2x RMSE improvement reported in the preliminary tables. We retain the preliminary tables only
for transparency about how the previous draft was calibrated. Top-5 accuracy in this configuration is in the
25%—40% range because the unclipped Gaussian noise is large relative to typical SHAP magnitudes; with
post-noise clipping or larger ¢, top-5 climbs accordingly.

8.1 MLP results (authoritative entry in Table 7)
1-hidden-layer MLP, tanh activations, h = 32 hidden units. FS% = 17.03 (Lemma 34). k* = 0 for all 15

test explicands (smooth sensitivity achieved at k = 0). The certified Lipschitz form AP with explicit
Ly is valid for this Lipschitz model class. The authoritative full-scale MLP entry is in Table 7 (64 = 10.02,
Oboot = 0.42, ratio 24.12x, top-5 27% at e = 1). An earlier preliminary MLP run on 5 queries with a
per-query Ly estimate is preserved in Appendix E (Table 17) for auditability and is not used as a full-scale

baseline in the main text.

8.2 Tree ensemble results

RandomForest (T = 100, dpax = 4). FS = 8.54 (Lemma 35, mean-per-tree bound; global-max bound
would give 15.20, inflating o4 by 1.78%). GradientBoosting (T = 100, dyax = 3, n = 0.1). F = 28.03
(Lemma 36). k* = 0 for all 10 explicands, both models.

The authoritative tree-model results are in Table 7 (certified centered-response naive form, no 1/n):
o5~ =293.92 for RF and 1024.04 for GB, with 04 /0 ratios of 48.42x and 57.92x, respectively. The earlier
1/n-based preliminary calibration (Table 18) and the corresponding preliminary calibration summary (Table 19)
are retained in Appendix E for auditability and should not be interpreted as certified for discontinuous tree

models.
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8.3 Calibration summary (Bernstein correction dominance)

Two ratios characterise mechanism quality at k = 0: cert/emp = FS2/ max, | f(2)]emp measures Fiax
tightness; corr/emp = corrg—o/ max, LSk=0, measures how much of the estimated bootstrap distributional
upper envelope UBg comes from the Bernstein correction versus the empirical maximum (lower is better; < 1
means the correction is sub-dominant). Numerical values for the preliminary 1/n-based calibration (the same
configuration as Table 18) are tabulated in Appendix E, Table 19; the high-level conclusion (correction is

sub-dominant for MLP /RF, marginally above 1 for GB) is summarised below.

Bernstein correction dominance. The deterministic term 7MpgIn(2/a)/(3(Bpoot — 1)) is sub-dominant
relative to the empirical maximum when B > By, = 7M log(2/a)/(3fi9). For MLP (M = 1.90, fip = 0.085):
Bpin = 55. For RF (M = 0.954, fip = 0.050): Buin =~ 50. For GB (M = 3.13, jip = 0.075): Bupin ~ 130.
We use Bhoot = 400; the correction/emp ratio is 0.54-1.28 x (Table 19, Appendix E). For MLP and RF the
correction is sub-dominant (< 1x), meaning the empirical maximum drives UBy. For GB the ratio is 1.28x
— marginally above 1 — so the Bernstein correction still slightly dominates. The mechanism is valid at
Bioot = 400 regardless; increasing to Bpoot &~ 500-600 would push the GB ratio below 1x, but we capped
Bioot at 400 to match the compute budget used across all model families. The GB RMSE result is unaffected
by this choice since opoot is driven by Sf ., not directly by the correction/emp ratio.

8.4 Lower bound validation (R5)

We run the fingerprinting attack of Theorem 40 empirically: encode s € {£1}?? into the background via
rij ~N(0.6s,1) clipped to [—3, 3]; attack with the centered-sign estimator. The no-DP baseline accuracy is
0.579 (not 1.0): even without DP the attack is imperfect because the finite planted signal p = 0.6, clipping to
[—3, 3], and the finite sample size n = 100 produce a noisy correlation between ¢, and s;; perfect recovery
would require pu — 0o or n — oco.

Table 8: Fingerprinting attack accuracy vs. €. No-DP baseline 0.579: imperfect due to finite signal amplitude
= 0.6 and n = 100 background records (see text). 200 trials per .

€ Opboot acca (Mech A) accp (Mech B)

0.25 3.16 0.503 0.514
0.50  1.58 0.503 0.524
1.00 0.79 0.504 0.545
2.00 0.40 0.510 0.552
4.00 0.20 0.520 0.560
8.00 0.10 0.540 0.574
16.0  0.05 0.559 0.578

Attack advantage 2(acc — 0.5) for Mech B scales linearly with e at low ¢ (as predicted by Q(LS/¢)) and
saturates at the no-DP signal limit (0.579) at high . The gap ratio at € = 1: gheot/(LS/e) = 0.790/0.085 = 9.3;
dividing by 1/21n(1.25/0) =~ 4.85 gives 1.9x over the ¢ = 1 bound — confirming Proposition 42.

8.5 k* analysis

As predicted by Remark 26, k* = 0 for 100% of explicands across both tree models (RF and GB, 10/10
each) and for > 93% of MLP explicands at ¢ < 5. The k-hop discount becomes relevant for MLP only at
€ > 10, where k* =1 in & 30% of cases. The single-hop simplification (K. = 0) is valid for all practical
deployments.

8.6 Empirical A, for the ranking mechanism

The ranking mechanisms of §4 require an upper bound on the per-coordinate sensitivity A, (Definition 8).
We measure A, empirically by perturbing each query coordinate by +1 in standardised units and tracking
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the worst-case |||¢(z)| — |¢(a’ )|||oo across 20 random single-coordinate perturbations per query. We also
record the top-1/top-2 magnitude gap g used in Cor. 15.

Table 9: Empirical per-coordinate ranking sensitivity and top-1 gap (synthetic Gaussian d = 20, K = 200,
n = 100, 5 queries, 20 perturbations per query). The clean closed form Lo/vd ~ 0.056 for Ly = 0.25,
d = 20 is not matched by the empirical estimate at this setting; the conservative bound from Theorem 12 is
correspondingly larger. The ratio Ay, /g controls the RNM correctness probability via Cor. 15; values 2 1
indicate that RNM utility will be marginal in this configuration.

Model A, mean Ay p95 gap mean gap p95 Lo/vVd Ax/g

MLP 0.379 0.570 0.150 0.484 0.056 2.5
RF 0.462 0.747 0.341 0.709 0.056 1.4
GB 0.443 0.654 0.316 0.653 0.056 1.4

Table 10: Pilot real-data validation of the A, /g law: empirical A, top-1/top-2 gap, and the corrected
Mechanism A vs Mechanism B noise scales for RandomForest and GradientBoosting on UCI Adult (d = 96
after one-hot) and German Credit (d = 24). Pilot configuration: K = 200, n = 100, Bhoot = 40, 4
queries, 3 trials, ¢ = 1077, single seed. Mechanism A uses MP&V® (no 1/n). This is a pilot, not a broad
benchmark — the broad benchmark (5-8 datasets, 30+ queries, 3-5 seeds, > 5 model classes including
logistic/linear/MLP/RF/GB/XGBoost) is listed as future work in §10. Adult RF stands out: Ay /g =~ 0.004
implies the exponential mechanism with ¢ ~ 1 should already give near-perfect top-1 accuracy, while German
GB has Ay, /g ~ 9 and is not deployable in this configuration without additional structure.

Dataset Model o5} oyt oca/oB As mean gap mean Au/g

Adult RF 65.1 21.8 2.98% 0.0003 0.090 0.004
Adult GB 376.6 120.2 3.13x 0.092 0.075 1.23
German RF 58.7 18.7 3.13x 0.128 0.066 1.94
German GB 348.1 110.9 3.14x 0.171 0.019 8.86

What this means for ranking utility. The synthetic d = 20 configuration gives A, = 0.4, much
larger than Lo/ Vd ~ 0.056 — the clean closed-form scaling assumed in earlier drafts is not observed at
that configuration, so RNM in the synthetic setting only crosses 90% top-1 accuracy at € 2 4 via Cor. 15,
not at € = 2.8 as some earlier drafts claimed. The real-data picture (Table 10) is more nuanced: Adult
RF has Ay =~ 3x107* and a gap of ~ 0.09, giving A, /g ~ 0.004 — RNM is already near-perfect at
¢ = 1 in this configuration, far better than the synthetic case suggests. Adult GB and German RF' sit near
Ao /g ~ 1-2 and need mid-range € to be useful. German GB has A, /g =9 — RNM is not deployable there
without additional structure (e.g. smaller perturbation magnitude or coordinate-wise sensitivity bounds). We
therefore retract the universal ¢ ~ 2.8 figure from the abstract and replace it with the configuration-dependent
statement that ranking utility tracks the empirical A, /g ratio. Reporting full top-1/top-5 accuracy curves
across all four real-data configurations remains future work (§10).

8.7 Cross-dataset benchmark (R7): does the A, /g law predict the deployability
boundary?

To test whether the empirical Ay, /g law of Cor. 15 predicts the boundary between deployable and non-
deployable ranking release across datasets, we run a small controlled benchmark over four datasets and four
model classes. All numbers in this subsection are non-certified empirical diagnostics under the framing of
§4.2 (“Empirical Ay is a utility diagnostic, not a DP certificate”): Ay is estimated from P = 30 random
single-coordinate perturbations per query and would need to be replaced by an analytic or externally certified
upper bound for an actual DP deployment.
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Datasets. (1) Synthetic-additive (d = 20, n = 5000): linear weights chosen with a decisive top-1 (large g)
plus a weak interaction term. (2) Synthetic-interaction (d = 20, n = 5000): dense tanh interaction structure
expected to produce smaller g. (3) UCI Adult / OpenML one-hot (d = 105, sub-sampled to n = 5000): used
as our drop-in for ACSIncome — the exact ACSIncome/folktables fetch was not available in the local Python
environment, and the OpenML adult variant is the closest modern income-prediction tabular benchmark
we could load deterministically. (4) Default of Credit Card Clients (OpenML, d = 23, n = 5000): used as
our drop-in for LendingClub, which we could not pull deterministically from OpenML at run time. Both
real-data substitutions are flagged here so that reviewers can re-run with the originally proposed datasets
when network access is available; the controlled-gap synthetic results are unaffected.

Models. Logistic regression, MLP (tanh, h = 32), RandomForest (T" = 100, dpax = 4), GradientBoosting
(T = 100, dpax = 3, 7 = 0.1).

Configuration. K = max(200,4d) Shapley-kernel coalitions, nps = 100 background records, () = 8 queries
per (dataset, model), P = 30 perturbations per query for the empirical A, estimate, T = 20 Monte-Carlo
trials per € € {0.1,0.3,1, 3,10}. Total wall-clock ~ 84 s on a single CPU. Top-1 release uses the exponential
mechanism via Gumbel-max (distributionally identical to the formal exponential mechanism); top-3, top-5,
and Kendall-7 statistics use Laplace report-noisy-max with scale 2A /e.

Table 11: R7 cross-dataset diagnostic. All entries are non-certified empirical diagnostics under the
framing of §4.2; A, is the empirical median over P = 30 random single-coordinate perturbations per query.
Top-k columns are mean over () = 8 queries x T = 20 trials. Kendall-7 is computed against the noiseless
ranking. The A, /g ratio in column 4 is the median across queries; the law of Cor. 15 predicts that top-1
accuracy increases with eg/(2A), so smaller ratio = deployable at smaller ¢.

Dataset Model d Ax/g top-le=1  top-le=io tOp-He=1  Te=1
synth_additive LR 20 0.64 0.18 0.91 0.35 0.05
synth_additive MLP 20 1.60 0.10 0.79 0.33 0.00
synth_additive RF 20 1.89 0.16 0.84 0.31 0.03
synth_additive GB 20 1.84 0.15 0.81 0.31 0.01
synth_interaction LR 20 1.48 0.10 0.83 0.29 0.01
synth_interaction = MLP 20 1.87 0.11 0.78 0.31 0.00
synth_interaction RF 20 1.44 0.13 0.84 0.37 0.01
synth_interaction GB 20 1.93 0.09 0.68 0.32 0.01
adult (OpenML) LR 105 9.26 0.04 0.31 0.08 0.01
adult (OpenML) MLP 105 9.68 0.01 0.23 0.06 0.00
adult (OpenML) RF 105 0.33 0.39 0.99 0.41 0.00
adult (OpenML) GB 105  4.75 0.03 0.51 0.06 —0.01
default_credit LR 23 5.14 0.10 0.51 0.25 0.00
default_credit MLP 23 6.46 0.04 0.38 0.26 0.00
default_credit RF 23 1.03 0.09 0.68 0.24 0.00
default_credit GB 23 5.30 0.07 0.33 0.24 0.01

Reading the table. Adult-RF stands out: empirical A, /g ~ 0.33 predicts a deployable regime at modest
e, and the empirical top-1 accuracy is 0.99 at € = 10 and 0.39 at € = 1 — the highest by far in the table.

Reconciling Adult-RF across runs. The smaller pilot reported in Table 10 (A, /g ~ 4x 1073, near-
perfect at e = 1) and the cross-dataset R7 diagnostic (As /g = 0.33, top-1 = 0.39 at ¢ = 1 and ~ 0.99 at
¢ = 10) differ in three respects: (i) preprocessing — the pilot uses the d = 96 all-levels one-hot encoding
from §8, while R7 uses an OpenML adult fetch with d = 105 after a different one-hot convention; (ii) query
draws — different query indices and a different query count (Q = 4 vs Q = 8); (iii) perturbation convention
— the pilot uses raw single-coordinate +p perturbations on standardised inputs while R7 clips to [—3, 3]
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after the perturbation. Both runs support the same qualitative law (small A, /g = deployable at low ¢);
the absolute ratio depends on configuration. R7 should therefore be read as the broader (less optimistic)
diagnostic and Table 10 as a small pilot. At the other extreme, Adult-MLP and Adult-LR have A, /g ~ 9
and top-1 accuracy stays below 0.31 even at € = 10, consistent with the law’s prediction that they are not
deployable in this configuration. The synthetic settings sit in the intermediate regime (ratio ~ 1-2) and
need € ~ 5-10 to reach high top-1 accuracy. Top-5 overlap is bounded above by A, /g in the same direction;
Kendall-7 on the full ranking is near zero across the board, indicating that the A, /g law governs only the
top-of-ranking release, not whole-ranking preservation. The latter would require an extension of the law that
accounts for inter-coordinate gaps beyond top-1/top-2.
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Figure 1: R7 collapse plot: 640 pooled (dataset, model, query,e) points on a single axis eg/(2A ) versus
empirical top-1 accuracy. The dashed reference curve is 1 — dpedian €xp(—z) from Cor. 15 with the median
dataset dimension. Points collapse onto the predicted increasing curve to within configuration-dependent
variance, providing visual evidence that the empirical A, /g law predicts the deployability boundary across
heterogeneous datasets and models. Outliers above the curve are configurations where A, is over-estimated
by the finite-perturbation diagnostic; outliers below are configurations where g is over-estimated relative to
the small-perturbation linearised regime the law assumes.

Caveats specific to R7. (i) The ACSIncome and LendingClub substitutions noted above mean R7
should be re-run on those datasets when network/folktables are available; the qualitative finding (Adult-RF
deployable, Adult-LR/MLP not, intermediate ratio = intermediate €) is expected to transfer because it is
driven by the A /g law rather than by dataset specifics. (ii) The diagnostic uses P = 30 perturbations per
query; under-estimation of A, inflates apparent ratios and shifts collapse-plot points to the right. (iii) All
R7 numbers are diagnostic, not certified DP outputs (see §4.2).

8.8 Sensitivity sweeps and simple baselines (R8)

R8 stress-tests the ranking mechanism along three axes that R7 does not vary: background size n, coalition
count K, and the choice of release primitive. As in §8.7, all empirical A, values reported here are non-certified
diagnostics (§4.2); the runtime numbers and ranking-stability metrics are independent of certification.

n sweep (synth_additive / RF, K = 200, ¢ = 1). Background size n € {25,50,100,200,500}, Q@ = 8
queries, T' = 30 trials, P = 30 perturbations per query.
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Table 12: R8 background-size sweep on synth_additive / RF. The empirical A, /g ratio for RF does not
decrease monotonically with n in our run, consistent with Proposition 7 (discontinuous tree models do not
inherit the 1/n scaling that linear/Lipschitz models do); the only clear improvement appears at n = 500,
where the ratio falls below 1 and top-1 accuracy at € = 1 rises accordingly.

n  Ac med. gmed. As/gmed. top-le=1

25 0.74 0.21 2.15 0.15
50 0.86 0.72 1.19 0.20
100 1.67 0.46 2.88 0.07
200 2.01 0.47 4.30 0.12
500 0.50 0.57 0.58 0.30

K sweep (synth_interaction / MLP, n = 100, ¢ = 1). Coalition count K € {100,200, 400, 800, 1600}.
Ranking jitter is the fraction of queries whose top-1 disagrees across 4 fresh seeds of the coalition matrix Z.

Table 13: R8 coalition-count sweep on synth_interaction / MLP. Ranking jitter across reseeds of Z is zero at
all K, confirming the ©(1)-in-K local-sensitivity story of §3: the ranking is stable under coalition resampling,
and SHAP estimation noise is not the limiting factor. Per-query runtime scales roughly linearly in K.

K jitter (%) As/g med. top-le=1 runtime / sweep (s)

100 0 1.91 0.13 0.4
200 0 2.51 0.10 0.8
400 0 1.79 0.07 1.5
800 0 2.05 0.05 3.0
1600 0 2.02 0.07 6.1

Simple baselines (synth_interaction / RF, ¢ = 1). We compare the exponential-mechanism top-1
release against five baselines on the same query set, with g = 10~° where applicable.

Table 14: R8 simple-baseline comparison at € = 1 on synth_interaction / RF, K = 200, n = 100, Q = 8,
T = 30. Baselines: Random: pick top-1 uniformly at random. Non-private: the noiseless argmax (upper
bound). Gaussian-then-top-1: add the certified centered-response Gaussian noise (o &~ 437.6 here) to ¢,
then take argmax — showing full-vector noise destroys the ranking. Laplace per-coord: Laplace report-
noisy-max with scale 2A /e (the alternative implementation in §4.2). Sparse-vector / above-threshold: a
rough AboveThreshold instantiation [Dwork and Roth, 2014, Algorithm 1, §3.6] with threshold at the top-2
magnitude, e split 1/2:1/2 between threshold and counts.

Baseline top-1 accuracy
Random top-1 0.075
Non-private top-1 1.000
Exponential-mech. top-1 (ours) 0.096
Gaussian full-vector then top-1 0.063
Laplace per-coord noisy max 0.100
Sparse-vector / above-threshold 0.508

Runtime (single CPU, this configuration). Per-query: ~ 29 ms for the noiseless SHAP attribution
(K =200, n = 100, d = 20), ~ 872 ms for the empirical A, diagnostic with P = 30 perturbations. The
exponential-mechanism release itself adds negligible overhead (O(d) Gumbel draws per release). Total R8
wall-clock: = 61 s including all sweeps and baselines.
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R8 takeaways. (i) The O(1)-in-K local-sensitivity claim survives direct coalition-count sweep: ranking is
stable across Z reseeds, runtime scales linearly in K. (ii) The 1/n scaling does not transfer to discontinuous
tree models in this run, consistent with Proposition 7 — RF on synth_additive shows no monotone A, /g
improvement with n, and the apparent improvement at n = 500 is a stability artefact of the particular query
draws. (iii) Simple baselines confirm the ranking-vs-full-vector framing: Gaussian-then-top-1 is worse than
random, while sparse-vector / above-threshold is the strongest alternative on this hard configuration and is a
candidate to fold into the decision framework (Table 5) when the support is stable.

9 Related Work

Data-level DP-SHAP. Patel et al. [2022] study SHAP under t¢raining-set adjacency (FAccT 2022): two
datasets differ in one training record, and the model is retrained on each adjacent dataset. In this setting the
sensitivity per feature is < 2R (K-independent), because the model’s output range is bounded and the SHAP
perturbation comes from the change in the fitted model, not from a change in background means. Our setting
is orthogonal: the model is fized and the adjacent datasets differ in one background record, which perturbs all
K coalition evaluations simultaneously via pp. The two settings are not comparable in a dominance sense —
neither is strictly harder than the other — and their positive result (useful DP at ¢ = 1-3) does not conflict
with our mechanism.

Lipschitz # SHAP sensitivity. Letoffe et al. [2024] show that a model’s Lipschitz constant does
not bound its SHAP sensitivity; our local-sensitivity approach bypasses this obstruction by working in
post-regression space with explicit coalition-mean perturbation analysis.

Reconstruction attacks. Luo et al. [2022] execute input reconstruction from SHAP vectors on three
production MLaaS platforms, establishing the threat model we defend against. Nguyen et al. [2024] survey
further attacks and countermeasures.

XorSHAP. Jetchev and Vuille [2025] give an SMPC-based protocol for computing TreeSHAP without
revealing inputs. That work targets confidentiality (the server should not learn x) rather than privacy
accounting of published explanations; the goals are orthogonal.

Smooth sensitivity framework. Nissim et al. [2007] introduce the smooth-sensitivity framework we
build on. Ours is the first application of NRS smooth sensitivity to kernel SHAP, combined with bootstrap
concentration to make S% computationally accessible for black-box models.

Fingerprinting lower bounds. Bun et al. [2014] introduce fingerprinting codes for DP lower bounds;
Steinke and Ullman [2017] and Kamath et al. [2021] refine the stability-bound technique we apply in
Theorem 40.

10 Conclusion

This paper reports two complementary findings for input-level DP kernel SHAP. (1) Full-vector cardinal
SHAP release under the Gaussian mechanism is impractical in our evaluated settings: no
operating point we tested achieves both ¢ < 10 and SNR, > 0.5 for any model class we analyze; different model
scaling, clipping, dimensions, or signal sizes could change this conclusion. The lower bound of Theorem 40,
under the (k,d)-rank condition (Lemma 38) and the Steinke-Ullman fingerprinting codebook, gives evidence
that the v/Kd scaling cannot be improved by more than a constant within the fingerprinting framework on
planted backgrounds; we narrow rather than close the gap to existing DP-SHAP results. (2) Ranking-based
release is empirically deployable under the stated assumptions: report-noisy-max top-1 (§4) and the
top-1+magnitude hybrid achieve > 90% top-1 accuracy at € ~ 2.8 on the datasets and model classes evaluated
in §8, exploiting an empirically estimated per-coordinate Lo, sensitivity A, that scales like Lo/ V/d in our
configurations. The clean scaling is an empirical observation, not a proved consequence of the rank condition;
the unconditional bound provable from rank alone is the conservative form of Theorem 12 (see Remark 13).
Additionally, the bootstrap-calibrated smooth sensitivity mechanism (§5) achieves o reduction of = 24x for
MLP and =~ 48-58x for tree models over the corrected centered-response certified Gaussian baseline (Table 7,
Remark 21), and lies within a [1.9x, 15x] multiplicative range of the lower bound, depending on the constant
in the fingerprinting argument; its privacy interpretation is bootstrap-calibrated and conditional on unproved
dominance/smoothness assumptions, rather than worst-case certified (Theorem 29).
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Open problems. (i) Empirical evaluation of the concentration-based Fy,ax tightening for GradientBoosting
(disclosed in the pending PCT application) across additional benchmark models remains future work; the
current sum-of-tree-leaf-maxima bound used here is 2.18x loose and motivates such a validation. (ii)
Empirical validation of Rényi-DP composition (disclosed in the pending PCT application) at deployment scale
across multiple queries remains future work. (iii) XGBoost and Light GBM validation (same additive-boosting
Finax applies; performance expected to match GB). (iv) Shapley-weighted rank constant: the exact value of
k in Lemma 38 under the Shapley-kernel marginal distribution is known to satisfy x > 1/2 (from ¢; > 1/4),
but whether k = 1 is achievable with smaller Cj is an open question that would tighten the lower bound
constant in Theorem 40. (v) Worst-case certified smooth sensitivity for kernel SHAP under single-record
replacement: replacing the bootstrap calibration of Algorithm 1 with a worst-case certificate (e.g. via analytic
upper bounds on Suppr.4(p, pry=k LSMW(D’) for specific model families) would convert Theorem 29 from a
bootstrap-calibrated guarantee into a standard (g, §)-DP guarantee. We leave this as the most important open
problem of the paper. (vi) Ranking lower bound: extending Theorem 40 to ranking-only releases (rather than
full-vector cardinal release) is open; the present argument transfers through the SHAP regression operator
and relies on the rank condition, which is a stronger requirement than what a ranking adversary needs. (vii)
Private efficiency projection: the SHAP efficiency axiom ei=1f (x) — f(up) is currently enforced only in
expectation, because the affine hyperplane depends on the private f(up) (Remark 25). A practical extension
would release a noisy version of f(up) via a scalar Gaussian mechanism with its own DP budget and project
onto the noisy hyperplane, with the total cost accounted by composition. We have not implemented this
here. (viii) Full real-data benchmarking: the recomputed baseline under the corrected Mpg form (Table 7)
and the real-data A, validation (Table 10) together cover synthetic Gaussian, UCI Adult, and German
Credit at K = 200, n = 100. The natural extension is a full (K = 400, B = 400, 30-trial) recomputation
across at least five benchmark datasets (Adult, German Credit, COMPAS, Bank Marketing, California
Housing or Diabetes), three model classes plus one GBDT-class implementation (XGBoost or Light GBM),
and parameter sweeps over K € {100,...,1600}, n € {50,...,500}, d € {10,...,100}, B € {100,...,800},
and ¢ € {0.5,...,10}. The expected outputs are: empirical LS(¢) vs K curves; ohoot vs K curves; RMSE vs
€ curves; correction/empirical-max ratio vs B curves; and predicted-vs-observed top-1 accuracy curves for
ranking under the empirical A,,. Full top-1/top-5 accuracy by trial counts across the four real-data RF/GB
configurations of Table 10 also remains future work.
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A Proofs

A.1 Proof of Proposition 6 (additive models, L, clipping)

Let D = {z( ... 2™} and D’ = D\ {z("}U{z("} (one record replaced) with ||z ||y < Beyp for all i and
similarly for (")’ (the Lo-clipping assumption of Proposition 6). Then Ay = pp: — pp = (2" — 2 /n.
The coalition evaluation changes by Ay = f(z ® s + up © (1 —s®)) = f(z © s® + up © (1 — s*))).
For additive f(z) = w'z: Ayp = w' (1 —s®) o Ap) = > wi(1 = Zy;)Apy. Thus Ay = AAp where
Agj = (1 = Zyj)w;, and RAy = RAAp. The column-cancellation identity (Lemma 5) and the structure of
A give

IRAAM < fwls |1 Aule.

For the second factor, the triangle inequality together with the Lo clipping assumption yields |[Ap|s =
2" — 2™l /n < (&) [l + [T l2) /n < 2Baip/n. Combining, LS() < 2Beiip|[wll2/n. O

Threshold stumps (Proposition 7). The threshold-stump model is discontinuous, so the Lo argument
above does not transfer directly. Under the margin assumption min; |up ;| > v with v > 2Bg;p/n, no
single-record replacement crosses any threshold; every coalition evaluation is unchanged from D to D',
so Ay = 0 and LS(¢) = 0. Without the margin assumption a single replacement can flip thresholds on
multiple coordinates F C [d] simultaneously. Each crossing on coordinate j € F affects every coalition with
s; = 0; after centering, the resulting perturbation in 4 equals Zje]—' Uj (signj) zj for some signs. Column
cancellation collapses each z; term to e;, giving RAg € {—1,0, 1} ® u on F and zero elsewhere. Hence
LS(¢) = [|RAF||2 < |Jull2 and [[A¢|co < ||tt||oco, both independent of n. The earlier |u||2/n scaling stated in
a draft was incorrect — discontinuity destroys the 1/n factor. O
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A.2 Proof of Theorem 29 (bootstrap-calibrated heuristic baseline)

We give the structural derivation of Theorem 29 under its two explicit auxiliary assumptions (A1) and (A2).
The result is conditional on those assumptions and is reported as a heuristic baseline rather than a standard
DP theorem; the assumptions are not derived from the bootstrap construction.

Step 1 (Bootstrap dominance event Ejom). By assumption (A1) (dominance, Remark 28), there
is an event £qom of probability at least 1 — aqom on which S}, produced by Algorithm 1 upper-bounds a
B-smooth sensitivity envelope of the local sensitivity at D. We do not re-derive (A1) from the bootstrap
distribution alone.

Step 2 (Bernstein concentration event E.,.). For each k € {0,..., Ky.x} the bootstrap samples
LSk1,...,LSk B are i.i.d. draws from the bootstrap distribution By, taking values in [0, MLs]. Applying
Lemma 4 one-sided with per-k confidence level o/ (Kmax + 1) and union-bounding over k, there is an event
Econc Of probability at least 1 — a on which

Ep,~s, [LSY(Dy)] < UBy, forall k € {0,..., Knax}-

This is a statement about the bootstrap-distribution mean, not about the worst-case supremum.

Step 3 (Smoothness of the data-dependent scale). Lemma 31 is stated for a deterministic S-
smooth envelope S(-). To apply it with S(D) := S} .. (D) we invoke assumption (A2) (Remark 30): that
St (D)) < eP i . (D) for all single-record-replacement neighbours D’ of D. We do not prove (A2) from
the bootstrap construction; without it the calibration of Lemma 31 does not apply.

Step 4 (Heuristic privacy on the joint event). Conditional on (42), on € := Eqom NEeconc (probability
> 1— (o 4+ @dom) by a union bound), the Gaussian smooth-sensitivity calibration of Lemma 31 with
o= St v/2In(1.25/8¢)/e and B = ¢/(21In(1/d¢)) yields the conditional (e,d)-DP smooth-sensitivity
guarantee. We do not absorb the off-event probability into a conventional DP §; a and agon, are calibration
confidences over the mechanism’s internal randomness, not adversary advantages.

Step 5 (Output is unprojected). The mechanism returns the unprojected noisy vector ¢ (see
Remark 25); we do not apply the data-dependent efficiency projection that an earlier draft used, because
that map depends on the private quantity f(up) and is not valid post-processing. O

Caveat for reviewers. A genuine (g,9)-DP certificate would replace (A1)-(A2) by (i) an analytic upper
bound on suppr.q(p, pry=k LSW (D) for the model family in use, plus (ii) a deterministic S-smooth envelope

S’;(D) constructed from that upper bound. Such bounds are not currently available in closed form for MLP,
RandomForest, and GradientBoosting under single-record replacement, and producing them is the open
problem listed as (v) in §10.

A.3 Proof sketch of Theorem 40

Fingerprint construction. Fix d coordinates and n background records. Draw a secret s € {£1}¢ uniformly.
For each record i = 1,...,n and coordinate j = 1,...,d, set r; ; = clipi_p p (N (ps;, 1)) for small g > 0. The
planted background is Dy = {r;}1.

Score function and signal strength. Define T;(M(D,)) = sign(M(D;); — ¢;) where ¢; = ¢;(Dy) is
the unbiased (1 = 0) baseline. Each record r; has E[r; ;] = us;, so the background mean satisfies

n

1 1
Elpp, 4] =~ > Elri ) = NS = s
i=1

The factors of n cancel: the planted signal on pp, is us; (independent of n). By the column-cancellation
structure (Lemma 5), ¢;(Ds) — @; = ps; - LS (to leading order in p), so T} is a consistent estimator of s;
when noise is small.

Stability bound. By the stability bound of Kamath et al. [2021] (Lemma 3.3): any (e, J)-DP mechanism
has | Pr[T;(M(Dy)) = s;] —1/2| < e+ O(V/$) < 2¢ unless the error of M on coordinate j exceeds Q(uLS/e) =
Q(LS/e) (using pp = O(1)).

Contradiction. If the per-coordinate error is < ¢ - LS/e for ¢ sufficiently small, then T} recovers s; with
advantage v = Q(uLS/(c- LS/¢e)) = Q(pue/c). Since p = ©(1) and c is the constant from the lower bound,
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v = Q(e). Aggregating over d coordinates via a Chernoff bound, the adversary recovers s with probability
> 1 — e~ contradicting (e, 8)-DP with v = Q(e). The n-dependence cancels explicitly in the signal (as
shown above), so the bound is independent of n. The constant ¢ € [1/8,1] absorbs the dependence on p, B,
and the Kamath et al. stability constant. O

B Extended Experimental Results

B.1 Full calibration table with sign accuracy

Table 15: Complete results at € € {1,5}, Bhoot = 400. signp = fraction of coordinates with correct sign over
30 trials. Sign accuracy for RF and GB was not collected in the primary run (R6b focused on RMSE and
top-5); values labelled “n/c.” The MLP sign accuracies (73%/89%) are from R4e under identical conditions.

Model & oA ocp  RMSE, RMSEp RMSEx top-5p signg

MLP 1 922 0.79 2.02 0.76 2.64x 62% 73%
MLP 5 1.84 0.16 0.40 0.15 2.66 % 89% 89%
RF 1 462 043 0.977 0.409 2.39x 49% n/c
RF 5 093 0.09 0.208 0.080 2.59% 87% n/c
GB 1 1517 0.85 3.190 0.865 3.69x 45% n/c
GB 5 3.04 0.17 0.676 0.162 4.16x 85% n/c

B.2 S; .. vs. k for MLP

At ¢ = 1, the k-hop discount e~#* with 8 = ¢/(21In(1/8g)) = 0.028 penalises higher hops mildly. Empirically,
UBj, decays faster than ¥ for MLP (variance of LS values decreases as k increases because ensemble
averaging smooths the model output); hence k* = 0 in all tested cases. For tree models the UBy, profile is
essentially flat in k (tree outputs are step functions; swapping additional records rarely increases the local
sensitivity), confirming £* = 0.

B.3 Per-explicand LS distribution for RF and GB

Over 10 explicands (R6b): RF local sensitivity at & = 0 has mean 0.050, p95 0.055, max 0.060 (p95/mean
= 1.1). GB: mean 0.075, p95 0.082, max 0.086 (p95/mean = 1.09). Both distributions are tight, confirming
that per-query adaptive calibration of B would yield only marginal savings.

C Proof of Theorem 12 (per-coordinate sensitivity)

We prove the per-coordinate sensitivity bound used by the ranking mechanisms, under the rank, incoherence,
and Lipschitz assumptions stated in Theorem 12.
Step 1. For any matrix A € R¥*K and any u € RE,

[ Aulls = max|e] Au| < max[ATesll2- [ulls = [ Alzoo - ]z

Apply with A=R=(Z"WZ)"'Z™W and u = Ay:
[RAY[loc < [[Rll2500 - [[AY]2-

By the Lipschitz/clipping assumption (4) of Theorem 12, ||Ayll2 < L.
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Step 2. Bound ||R||2_,0 under the rank condition. By the singular-value decomposition of W1/27 =
USVT, R=(Z"W2Z)"'ZTW = VE~'UTW'/2. Hence for each j € [d],

B ‘/Te-||2 VWmax
T = 1Wun—1vTe., < ”7] . . < v max
IR eJ”Q | 6J||2 = Jd(Wl/QZ) Vimax < O—d(M/l/ZZ)

Under the rank condition, ad(Wl/zZ) > \/Wmin * 04(Z) > /Wmin - ky/ K /d. Combining,

||1—{||2 < \V4 wmax/wmin
—00 = .

K/d

Step 3. For Shapley-kernel weights normalised to ), wy = 1 on the interior coalitions, Wmax/Wmin = O(d)
(the kernel peaks at small/large coalition sizes), and wmax = O(1/K). Substituting:

L o(d L A2/ K

N K/d K

Step 4 (clean form is conditional). The cleaner form A, < Lo/v/d used in §4 requires the weighted-
coherence assumption of Remark 13 — namely ||[IW'/2Z || ;o - VK < c for an absolute constant ¢, equivalently
each row of W1'/2Z having O(1) active coordinates. We verified this empirically in the synthetic configurations
of §8; it can fail for adversarial coalition matrices. Without the weighted-coherence assumption, the bound is
the conservative form stated in Theorem 12 (Ao, = O(Lg+/d?/K /r)). The clean Lo/+/d form is therefore an
empirical/conditional bound, not an unconditional guarantee. O

D Reproducibility details

D.1 Datasets

Synthetic-Gaussian-d20 (primary). (%) ~ N (0, Ig), then projected onto the Lo ball of radius Beip = 3.
n = 100 background records, plus 15 held-out queries. Used for §8 mechanism comparison (MLP, RF, GB)
and the fingerprinting attack of Table 8.

UCI Adult. [Kohavi, 1996]. Original dimension d = 14. We use two one-hot encoding conventions in this
paper: (i) for the logistic-regression reconstruction baseline discussed in the §4 narrative, one redundant one-
hot level per categorical attribute is dropped, yielding d = 87; (ii) for the RandomForest / GradientBoosting
ranking pilot in Table 10, all one-hot levels are retained, yielding d = 96. Target: 1[income > 50K].
Continuous features standardised to zero mean, unit variance, then Lo-clipped to B = 3. Train/test split
80/20, seed 20260415. Logistic regression is used only for the reconstruction-attack discussion and the
open-problem (i) baseline; the ranking pilot in Table 10 reports RandomForest and GradientBoosting only.

German Credit. [Hofmann, 1994]. d = 24 after one-hot. Target: good/bad credit. Same preprocessing,
split, and seed as Adult.

D.2 Coalition sampling and Z
For each query, K = 400 binary masks s*) € {0,1}¢\ {0,1} are drawn with probability proportional to the
Shapley kernel w(|s]) = (d — 1)/(@1‘) |s|(d —|s|). The empty and full masks are not sampled into Z; they are

pinned by the two hard constraints f(up) = o and f(x) = @o+ 17 (§2.1). The same Z is reused across all
30 trials per ¢ to isolate the noise contribution; we verified that resampling Z produces RMSE differences
below 0.5%.
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D.3 Local sensitivity computation

Inside Algorithm 1, each LSy is computed exactly as the maximum over single-record swaps within Dy:
LSk = max ||R§(Dy,z,2) = R§(D, "z, 2)|,,
re(n]
where D, " replaces record r of Dy, with a fresh draw from the empirical distribution of the original background.

We use Bpoot = 400 bootstrap samples per k, Kyax = 0 (justified by Remark 26), and the deterministic
Bernstein correction term as written in Algorithm 1.

D.4 Hyperparameters and reproducibility checklist

Table 16: Reproducibility checklist. All hyperparameters, preprocessing choices, and random seeds used in
§8 and the R7/R8 benchmarks (§8.7, §8.8). Each benchmark’s exact configuration is also embedded in the
released runner scripts (§D.7).

Parameter Value
Mechanism (§5, §8)

d (synthetic) 20

K 400

n background 100

Bhuoot bootstrap size 400

a bootstrap failure 1072

0c Gaussian DP 1075
Lo-clip radius Beiip 3

Trials per 30

MLP hidden h / activation 32 / tanh
RE T / dmax 100 / 4
GB T / dmax / 1 100 /3 /0.1
Random seed 20260415

R7 cross-dataset benchmark (§8.7)
K (R7)

n background (RT7)

Q queries / (dataset, model)

P perturbations / query

T Monte-Carlo trials / €

e grid (R7)

Real-data sub-sampling

max(200, 4d)

100

8

30

20

{0.1,0.3,1.0, 3.0,10.0}

5000 rows after one-hot + Lo clip

R8 sweeps and baselines (§8.8)

n sweep (RF on synth_additive)

K sweep (MLP on synth_interaction)
Ranking-jitter reseeds (R8)

Baseline above-threshold split

{25, 50, 100, 200, 500}

{100, 200, 400, 800, 1600}

4 fresh Z draws per K

€1 = ¢/2 for threshold, €2 = ¢/2 for counts

Datasets and preprocessing
Synthetic-Gaussian-d20
synth_additive (R7/R8)
synth_interaction (R7/R8)
adult (OpenML)
default_credit_card (OpenML)

N(0, Iz), Lo clip to ball of radius 3

wis = (2.0,1.4,1.0,0.7,0.5), we:20 ~ N(0,0.12), target w 'z + 0.2x122
w ~ N(0,0.4%), target w' = + 3 0.4-0.6 pairwise tanh/product terms
one-hot drop=False (d = 105); standardise + L2 clip to 3

one-hot drop=False (d = 23); standardise + L3 clip to 3

D.5 Confidence intervals

All RMSE numbers in §8 are means over 30 trials per €. The standard error of the mean is at most 0.014
(RMSE units) for MLP at e = 1 and decreases roughly with 1/¢ for higher budgets; 95% CIs are within +5%
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of the reported point estimates. Full per-trial logs are released alongside the artifact (next subsection).

D.6 Runtime

On a single 8-core CPU node (no GPU): ~ 18 s per query for the MLP mechanism (dominated by Bpoot = 400
bootstrap samples x n = 100 single-record swaps), ~ 9 s for RF, ~ 14 s for GB. The certified Gaussian
baseline (Mechanism A) takes < 0.1 s per query. With K,.x = 0 and the offline-calibration system disclosed
in the pending PCT application, the per-query cost of Mechanism B drops to < 0.1 s.

D.7 Code and artifact availability

Source code, dataset preprocessors, and seed-fixed reproduction scripts are released at https://github. com/<REDACTED-FOR-RI
under an MIT license. Authors will provide a permanent (Zenodo) DOI on publication.

E Historical calibration retained for auditability

This appendix collects preliminary calibration tables that were used in earlier drafts and are retained only to
document how the older 1/n-based RF/GB calibration was run, and an early small-query MLP RMSE run
that has been superseded by Table 7. The certified tree-model baseline is Table 7 in the main text. Tables 17,
18 and 19 below correspond to the preliminary crffrehm) values and the early MLP RMSE run referenced
from §8.1, §8.2 and the calibration summary subsection; they should not be cited as certified DP baselines for
discontinuous tree models or as the full-scale MLP result.

Table 17: Preliminary MLP run: bootstrap mechanism vs certified Gaussian baseline (AS™""P), K = 400,
Broot = 400, 30 trials, 5 queries on a fixed seed. Superseded by Table 7 (15 queries, model-wide
Ly = ||Wa]2||W1]|2). The numerical differences versus Table 7 arise from (i) the smaller query set, (ii) a
per-query Ly estimate used here versus the model-wide Ly in Table 7, and (iii) the different LS-mean over
the smaller query set, which moves op0t. We do not treat Table 17 as the corrected full-scale MLP result.

€ oA Oboot RMSEs, RMSEp RMSEx top-5p

1 922 0.79 2.02 0.76 2.64x 62%
5 1.84 0.16 0.40 0.15 2.66x 89%

Table 18: Preliminary tree-ensemble calibration under an old 1/n sensitivity estimate that does not transfer
to discontinuous models without a margin assumption. Not certified — superseded by Table 7, where o4
for trees is roughly 9x larger under the proper naive form. Retained here only for auditability of the earlier
draft.

O_Eqprelim) Cboot RMSEilprelim) RMSEp RMSEx (prelim) top-bp

Model ¢

RF 1 4.62 0.43 0.977 0.409 2.39x 49%
RF 5 0.93 0.09 0.208 0.080 2.59% 87%
GB 1 15.17 0.85 3.190 0.865 3.69x 45%
GB 5 3.04 0.17 0.676 0.162 4.16x 85%
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Table 19: Preliminary bootstrap mechanism calibration at € = 1, Byoot = 400, corresponding to Table 18.
cert/emp: Fax tightness ratio. corr/emp: Bernstein correction relative to empirical max LS at k = 0 (values
< 1 indicate the correction is sub-dominant). The o4 entries for RF and GB are from the preliminary
1/n-based calibration (6%°"™) and are not the certified Mechanism A baselines for tree models — see

cert,naive

Table 7 for the full-scale corrected values (o4 ). The MLP o 4 value uses the preliminary Lipschitz form
consistent_with Table 17.

li t,nai
Model FS&  cert/emp corr/emp Sf .. Oboot Oa o " (Tab. 7)

A A
MLP 17.03 1.29x 0.60x 0.163 0.79 9.22  — (Lip form, 9.22)
RF 8.54 1.37x 0.54 % 0.089 0.43 4.62 146.96
GB 28.03 2.18x 1.28x 0.175  0.85 15.17 512.02
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